Insert Foundation chapter as new chapter 8

9_8& Structured Assurance Case Base Classes

o A

General

This chapter presants the normative specification for the SACM Base Metamodel. It begins with an overview of the
metamode] structure followed by a description of cach element.
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URL that can be internationalized

0. {subsets }

CiisCitation:Bootean]1jreadoniy} "
+
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Figure &1 - Structured Assurance Case Base Classes Disgram

0.1 {subsets

+owneaNameavalue U.” {subsets ownedMember}

The Structured Assurance Case Base Classes express the foundational concepts and relationships of the base ¢lements
of the 3ACKM metamodel] and are wiilized, through inheritance, by the bulk of the rest of the Structured Assurance Case

Metamodel.

Structured Asswrance Case Metamodel, ¥2.3

7



Move to Terminology Class

Superclass

MultiLangString
Attributes A/expresmon :ExpressionEleme

woi9 — a reference to an ExpressionElement in the
TermmologyPackage

Semantics

ExpressionLangString provides a means for description, it can also be used to link to an ExpressionElement m=tre=
—esmeleateekana,
=Cormstrants—

[ferpressror ottt TS horit-ree

9 85 MultiLangString

MultiLangString, as its name suggests, provides a means to describe things using different languages.
Superclass

SHemeni— [oundation::Element
Associatiions

-bngu;!ges-

Semantics lang:String[0..*] {ordered} — a field to indicate the language used in the string.

content:String[0..*] {ordered,nonunique} — the content of the string.

MultlLangStrmg prov1des a means to descnbmg thlngs usmg different languages It contains a I

Constraints

set of contents each of which is in a different language represented by the lang attribute. \

LanglfContentMoreThanl
9 If content has more than one value, then lang must have string representing
/8./% 3 ModelElement (abstract) theanguages of the values.
inv: content->size() > 1 implies lang->size() = content->size()
ModelElement is the base element for the majority of modeling elements.

Superclass /, Foundation::NameSpace @o, and revise@
SACMElement

Associations
f/—)mbﬁr(

ownedRuIe:SACMConstraint[O..*‘“""“‘ e 4l

= {subsets ownedMember}

med-Rﬁb—Sﬁefv‘remstramt-fe*]- SACMConstralnts owned by thls ModeIEIement

ownedBaseEIement [O ] {subsets ownedEIement} BaseEIements owned by this ModeIEIement

namedVaIue NamedVaIue )

{ordered} ) NamedVaIues NamedValues .
tegpedValue—TagaedValue [0..*] Lcompeosttion) — a collection of FaggedVatues, TaggedValues can be used to describe
additional features of a ModelElement

Semantics

All the individual and identifiable elements of a SACM model correspond to a ModelElement.
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Move to Artifact Class

Semantics

ArtifactElement corresponds to the base class for specifying all the identifiable units of data modelled and managed in a

structured assurance case effort.

SACMComment
9 81 8 Note
an Element

This class specifies a generic note that may be associated with aModetEiement. For example a note may include a
number of explanatory comments.

Superclass BaseElement

Attributes body:ExpressionLangString[0..1]{redefines elementName}

P ee— AssociationEnds
] annotatedElement:Element[0..*] — Elements to which the SACMComment applies
Semantics

SACMComments
are used to specify additional (typically optional) generic, unstructured, untyped information about a

ModelElement. An example of this kind of information could be a comment about a ModelElement.

NamedValue attributes
9 87129

This class represents astnplekeyataepair that can be attached to any element in SACM. This is a simple extension
mechanism to allow users to add attributes to each element beyond those already specified in SACM.

Superclass
BaseElement , Foundation::Namespace

LtilitdElement— -Stri X i
R /value String [0..*] {ordered, nonunique}
" Y

Semantics ownedNamedValue [0..* {subsets ownedMember} - NamedValues
owned by this NamedValue

can be used to specify attributes, and their corresponding values, for ModelElements.

NamedValue

9.10 Group
Group can be used to associate a number of SACMElements to a common group (e.g., representing a

common type or purpose, or being of interest to a particular stakeholder).

Supertype / SACMModel
SAEMErerment— BaseElement
ownedSACMElement [0..*] {subsets ownedMember, subsets member} -

SACMElements that are owned by this Group
Association End

alaman ACM aman O_*] [ardarad alla aYalla

member:SACMElement [0..*] {redefines element, ordered} - a collection of SACMElements that compromise a group

9.11
936 IRI

IRl is a international resource identifier is a String and is formated accourding to RFC 3987.

9.11 SACMModel
An abstract subtype of ModelElement which allows one to define a model and/or a pattern.

Supertype
Stllllg Supertype
(V ModelElement
Foundation::String  auriputes

isPattern : Boolean [0..1] = false - if true elements in SACMModel are part of a pattern.
isModel : Boolean [0..1] = false - if true elements in SACMModel are part of a model.

Association
+subModel:SACMModel [0..*] - subModel is a recursive containment of elements in the model.

+elements:SACMElement [0..*] - elements are items in the model.
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12
1149  Structured Assurance Case Terminology

. Classes
Ar1e1 General

This chapter presants the normative specification for the SACM Terminology Metamodel. It begine with an overview
of the metamodesl gtructure followed by a description of each element

TerminologyConcept

InterfacePackage

SACMPackageWithBinding | |Base—Meser=terrerTT

T +subTerminologyElement
o

{subsets element}

™

| X

+terminologyElement 0..1
{subsets owningSACMPackage}

+terminologyPackage
{subsets owningSACMPackage}
0.1 N

TerminologyElement

+ownedTerminologyAsset 0.* {subsets X
subsets tert sset} Foundation::Element

l «comments»

TerminologylInterfacePackage TerminologyPackage

‘ TerminologyAsset

|

+terminologyAsset
0.*{ordered}

{subsets owningSACMPackage} The name can be the content or

one can have a name and then

T T+subTerminology\nlerfacePackage 0.1

v A\ A the value contains the content.
+terminologyInterfacePackage 0..1 +terminologyAsset 0..*
subsets owningSACMPackage] F = 5
{ g ge} {subsets element} ExpressionElement MultiLangString «comments»
— o — Itis understood that some tools
atributes antbutes
o1l o may not be able to support
—— p— jreoni=nSyingld- drcerednomeiaesy MultiLangString and will onl
Category +value:MultiLangString(0. 1] Sipressiontiement Henguage : Sting[0-Jordered) support gtnngg 4
o
Ord tto keep th
+ownerCategory 0..1 {subsets namespace, subsets category} {ordered) {content>size( > 1implies ang>size( = Sting e amay and e
content->size(} sting "language” aligned g
Foundation::NamedElement T
orign .1 o ¢ A

attributes Expression

0. N "
- i T ExpressionLangString
+term 0. | +externalReference:IRI[0..*]{ordered} expressiontangsiing

+expression 0.*

+ownedExpressionElement 0..* {subsets expressionElement, subsets ownedElement}

+ownerExpression 0..1 (subsets expression, subsets owner}

12
A
Figure 4{\/1 - Tarminology Chass Diagram

This portion of the SACM metamode] describes and defines the concepts of term, expression and an external interface
to terminelbegy information from others, This area of the Structured Assurancs Case betamodel also provides the
starting foundation for formalism in the assembly of terms into expressions withoot mandating the formaliem for those
that do not nead it.

12
111368.2 TerminologyElement (abstract)

TerminologyElement is an abstract class that serves as a parent class for afl SACM terminology assots
(TerminobogyAssef) and the grouping of TerminologyElements (TerminologyGroup). TerminofogyElement extends
Base::ArnifactElement, this implies that all elements in the Terminology packapge are anifacts.

Eltpﬂﬂ‘ﬂll! TerminologyConcept

—BasecArafactiloment— INSeOCiation
Semantics terminologyAsset [0..*] {subsets element} - TerminologyAssets that are
contained in this TerminologyElement

TerminolegyElement is the base class for specifying the terminology aspects of an assurance case
{AssuranceCasePackage).

Structured Asswrance Case Metamodel, ¥2.3 7



TerminologyBinding

TerminoloavPackageBindi

elements of the participant packages.
Superclass
TerminologyPackage
Semantics

TerminologyPackageBinding binds Terminolo ages together to indicate the relationship between two
TerminologyPackages. A TerminologyPackageBindingxgsides within an AssuranceCasePackageBinding. It contains
references, using isCitation=True to ¢ t and connects TerminologyElements from different
TerminologyPakages.

Constraints

The participantPgekages should be either TerminologyPackage or Terminolo

ackagelnterface

OCL:

t.participantPackage->forall(pp|pp.ocllsKindOf( Terminology:: TerminologyPackage))

12 6
_1+10.7 TerminologyAsset (abstract)

The TerminologyAsset Class is the abstract class for the different types of terminology elements represented
in SACM.

Superclass
TerminologyConcept
Semantics

TerminologyAssets represent all of the elements required to model and categorize expressions in SACM
(expressions and terminology categories).

7
ffr;o,z Category

The Category class describes categories of ExpressionElements (Terms and Expressions) and can be used to group
these elements within TerminologyPackages.

Superclass
TerminologyAsset
gy Association Ends
- oxp- = - tonRtt #[0..*[{ordered} — elements contained in the Category
Semantics terminologyAsset:TerminologyAsset +ownedTerminologyAsset 0..* {subsets ownedMember, subsets

. ] - terminologyAsset} - TerminologyAssets owned by this TerminologyAsset.
Terms, Categories, and ExpressionElements can be said to belong to Categories. Categories can group Terms,

Expressions, or a mixture of both and Categories can contain Categories. For example, a Category could be used to
describe the terminology associated with a specific assurance standard, project, or system.
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12 8
4110.9° ExpressionElement (abstract)

The ExpressionElement class is the abstract class for the elements in SACM that are necessary for modeling
expressions.

Superclass
TerminologyAsset

Attributes

value:MultiLangString[0..1]

Semantics

ExpressionElements are used to model (potentially structured) expressions in SACM. —onu—_

The name can be the
content or one can have a
name and then the value

J a 1/0/ w ExpreSSion contains the content.

The Expression class is used to model both abstract and concrete phrases in SACM. Abstract Expressions are denoted
by the inherited isAbstract:Boolean attribute being set true. A concrete expression (denoted by isAbstract:Boolean
being false) is one that has a literal string value and references only concrete ExpressionElements.

Superclass

ExpressionElement expressionElement

Associations
-etemefl:ExpressionElement[0..*]{ordered}

-clement: ExpressionElement [0-*]— an optional reference to other ExpressionElements forming part of the structured
Expression.

ownedExpressionElement [0..*] {subsets expressionElement, subsets ownedElement} - ExpressionElements owned by this Expression
Semantics

Expressions are used to model phrases and sentences. These are defined using the value feature. Alternatively, the
expression can also be defined (using the value feature) as a production rule involving other ExpressionElements. In
this case, the value must use a suitable (string) form for denoting the position of involved ExpressionElements (e.g.

‘$<ExpressionElement.name>$") within the production rule, and expressing production rule operators (e.g. Extended
Backus-Naur Form operators).

Constraints

Where an Expression has associated ExpressionElements (the +element feature), these should be referenced by name
within the +value feature.

Where the +value feature references ExpressionElement by name, these ExpressionElements should be associated

(using the +element feature) with Expression.A concrete expression should have references to only concrete
ExpressionElements

OCL.:

self.isAbstract = false implies self.element->forall(expr|expr.isAbstract = false).
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Argument

13
,1%214 SACM Argumentation Metamodel

12111 General Argument

This chapter presents the normative specification for the SACM Asgssentarion Package, It begins with an overview of
the mefamodel structore followed by a deccrntion of each element.

| InterfacePackage SACMPackageWithBinding |

+argumentElement 0..1
N {subsets owningSACMPackage}
ArgumentConcept

<<enumeration>> ~+artifact {redetines cited}

rReseiodolElemant Artifact::Artifact b
AssertionDeclarationKind * o1

> enumeration literals +subArgumentElement lo citation)
asserted: 0.* +context 1 {redennes sourcej
assumed> {subsets element} ArtifactReference
- N e ————

™~ axiomatic ArgumentElement

e —— evdence &
needsSupport bnad ’\ {redetines source}
+ownerArgumentAsset 0.1 {subsets owner}
<<comment>>
The name can be the content or +ownedArgumentAsset 0..* {subsets
one can have a name and then ownedElement}

the value contains the content.
+argumentPackage e

{subsets owningSACMPagkage} +terminologyAsset 0.
0.1 ¢ {subsets element}
{1 tredennes targery
ArgumentPackage ArgumentReasonin ArgumentAsset
ArgumentinterfacePackage 9 9 waugEXDlessanunqSlrmg g — d

X - 0. +argumemAssez 0.*
+argumentinterfacePackage 0.1 ¢ N " >
. gqumentReasoning
{subsets owningSACMPackage} (::::Efg“eflﬂ:nqg:‘\‘l)erlacepackage 0. rce {subsets element}
+relationship 0..*

AssertedRelationship Assertion (
| Foundation::DirectedRelationship |<]—— +isCounter: Boolean[1] = false 1] = asserted >

{redefines s P Fedees
Source) arger)
( +inferrer 1 <inferted 1 [ +ascertion 1]
r——
N N
Claim

) +assertedContext 0.+ (redefines TasseriedContext 0. {redsfines I assertedEvidence 0.+ redefines

directedRelationshipFromSource) directedRelationshipFrom Target} directedRelationshipFromTarget) / / <<comment>>
/ The name can be the content or one
*redefines can have a name and then the value

AssertedContext AssertedEvidence

Asserted Infe}nce ‘ +value:MultiLangString0..1]

+ {redefines. | contains the content.

* (redefines -
A faiceciedreiaionshiprromsouree)

J

12 Argument

Figure 4.1 - Argumaeséater Package Diagram
This portion of the SACM model describes and defines the concepts required to mode! structured arguments.
Arguments are represented in SACM through explicitly representing the Claims and citation of artifacts (e g-
as ovidence) | ArtifactReference), amd the ‘links" between these elements — e.g., how one or more Claims are
aggerted to infer another Claim, or how one or more artifacts (referenced by ArtifactReference) are asserfed as
providing evidence for a Claim {AssertedEvidence). [n addition to these core elements, in SACM it is possible
to provide additional description of the ArgumentReasoning associated with inferential and evidential
relationships, represent counter-arguments and counter-evidence (through isCounter: Boolean), and represent

how arifacts provide the context in which arguments should be interpreted (through AssertedContext).
ArugmentinterfacePackages

The packaging of stroctur mite “maodular” argument packages is enabled through

ArpumentPackapes. Uaers are able interfaces for their packages through the use of  argument
—Arprrrentfaskapalnterfaes Within an ArgementPackagelinteriaes, users create citations of the argusseststorr clements
they gelect to d.laclmn to external partics. Uscers are ahln io infegrate ArgumentPackages through the vae of

binds ArgumeniPackages together by including the declaned
Argume ckapges, it may contain additional arpument structures to provide the
in & package to cite elements contained within other argument packages

ArgumentPackagelnterfaces for
rationale of the binding_ It & also
{through ArtifactReference).

ArgumentBindingPackage
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All Elements that are cited in a BindingPackage must be contained in either the owner of that BindingPackage or a (recursively) sibling Package of that
BindingPackage
inv CitedElementsAreScoped: element->forAll(e|e.cited->notEmpty() implies e.cited->closure(g|g.owningPackage).asSet()->one(p|p=self.owningPackage))
Elements that are not either a Diagram or a BaseElement must be a citation.
inv MustBeCited: element->forAll(e|not e->oclKindOf(SACMDiagram) and not e->oclKindOf(BaseElement) implies e.isCitation=true)
ArgumentPackagelnterface that cites only a subset of those claims that are intended to be mapped / used (e.g. by means
of an ArgumentPackageBinding) by other ArgumentPackages. There may be more than one ArgumentPackagelnterface
for a given ArgumentPackage that reveal different aspects of the ArgumentPackage for different audiences.

An ArgumentPackagelnterface resides insided the ArgumentPackage to which it refers. It refers to
ArgumentationElements using isCitation=True that reside within the same ArgumentPackage as itself. Similar
relationships exist for an ArtifactPackagelnterface and for a TerminologyPackagelnterface.

Constraints

13 6
A2 91.7 ArgumentAsset (abstract)

ArgumentAsset is the abstract base element for the elements of any structured argument represented in SACM.
Superclass

wwncept
Argumentation

Semantics

Association
ownedArgumentAsset:ArgumentAsset[0..*] {subsets ownedElement} -
ArgumentAssets owned by this ArgumentAsset.

ArgumentAssets represent the constituent building blocks of any structured argument contained in an
ArgumentPackage.

For example, ArgumentAssets can represent the Claims made within a structured argument contained in an
ArgumentPackage.

AssertionDeclarationKind

(Enumeration)

13

ion-provides a list of declarations which can be used to declare the state of an Assertion.
Superclass
N/A
Enumeration Literals
(default) o o
asserted — , indicating that an Assertion is asserted.

needsSupport —aflag indicating that further argumentation has yet to be provided to support the Assertion.

assumed —a-flag indicating that the Assertion being made is declared by the author as being assumed to be true rather
than being supported by further argumentation.

axiomatic — a-fleg-indicating that the Assertion being made by the author is axiomatically true, so that no further
argumentation is needed.

AssertronBectaratromrprovides a list of declarations which indicate the state of an Assertion.
8

13
A29I1.9 ArtifactReference

ArtifactReference enables the citation of an artifact as information that relates to the structured argument.

38 Structured Assurance Case Metamodel, v2.3



14
Ilf‘lz Artifact Classes
131Z1 General

This chapter presents the normative specification for the SACM Artifact Package. It beging with an overview of the
metamdadel atructure followed by & description of cach element.

ArtifactConcept i Gt
Base—itotetEterment P Foundation::String

+artifactElement 0..1

{subsets owningSACMPackage}
Date

\ / +ownerArtifactAsset 0..1 {subsets owner}

InterfacePackage

SACMPackageWithBinding |

N

<<comment>
Dates are represented in the ISO 8601

standard format -
+subArtifactElement

{subsets element}
+artifacttPackage

/—H ArtifactjAement
-
{subsets owningSACMPackage}

0.1 Zr j +ownedArtifactAsset 0..* {subsets
N ownedElement}
| \‘ — +artifactAssetRelationship 0..* {redefines
directedRelationshipFromTarget}
+artifactAssetRelationship 0..* {redefines
ArtifactinterfacePackage ArtifactPackage geu /
+artifactinterfacePackage 0.1 4 fA o A\ ~_A

ArtifactAsset ) *‘afﬂe‘ ArtifactAssetRelationship
{subsets owningSACMPackage} ¥ \/ T~ ~J m-

+source
A aeo.c or DEED (o I
{subsets element} {subsets element}

Foundation::DirectedRelationship |

i Activit: Event . .
Artifact e yo 5 Participant Technique Resource
+version : String[0..1] +St::(rfl“(i‘r’r]|1:'.Daat(:[[D "1]] +occurence: Date[0..1]
+versionReleaseDate: Date [0..1] g z
+internalReference: String [0.] {ordered)
+externalDocumentIRI: IRI [0.] {ordered}
13 +location: ExpressionLangString[0..1]

Figura 3£ - Artifact Packapge Dlagram

Artifacts comrespond to the main evidenfiary elements of an assurance case. By means of assertions {AssertedEvidence
with isCounter = troe/falee), antifacts can be referenced (using ArtifactReferences) ag supporting claima and arguments.

In gencral, artifacts are managed when the comesponding objocts are available. For example, a teat case is
linked to the requirement that validates once the test case has already been ereated. Howewer, artifact
management might also require the specification of patterns (or templates) in order to allow a user, for
instance, to indicate that a given artifact must be created bt it has not yet. A common scenario of this situation
corresponds (o the process during which a supplier and a certifier have to agree upon the artifacts that the
supplier will have to provide as assurance evidence for a system. As a result of this process, anifact patterns
could be specified, and such patterns would need to be made concrete during the lifecyele of the system.
Artifact patterns are specified by means of the atiribute “isAbstract” (SACMEIement). For example, a supplier
and a certifier might agree upon the need for maintaining a hazard log during a system’s lifecycle. Such a
hazard log would initially be modeled as an Artifact that is abstract. Once created, the valoe of this attribute of
the hazard log would be “false’. The specification of artifact patterns also facilitates their rouse, as the
corresponding artifacts might have to be created in the scope of more than one assurance case ¢ffort. Using
again hazard logs as an example, their strueturs might be the same for several systema, thus all the
corresponding hazard logs might be based on a same abstract Artifact,

When made concrete, an Arifact can relate to many different types of information necessary for developing confidence
in the Artifact and thus for assurance purposes. Such information can be regarded as meta-data or provenance
information abowut an Artifact, provides information aboust its mansgement, and 12 specified with the rest of
specializations of ArtifactAsset. Using a design specification as an exampie, properties (Property) could be specified
regarding its quality {completeness, consistency... ), and it would have a lifecycle with events such as its creation and
modifications. The specification could be created by using UML (Technique) in an Activity named “Specifiy system
degign’, stored in & Resource comesponding to a diagram created with some modeling tool, and later used as input for
amother Activity called "Verify system deaign’. A given person (Participant) playing the role of system designer could
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sswrancoeasalackaseBindia—ttcontains references, using isCitation=True to each ArtifactAsset needed-awddefines

relationships among ATtifastAssets from different ArtifactPackages.

Constraints

ArtlfacthdmgPackaes .
ArtifactPackageRindinegsTmust only contain ArtifactAssetRelationshipS withsqurce and target Artifacts, with isCitation

=trreTiling ArtifactAssets contained within the ArtifactPackages associated by parficipastRackage.

ArtifactinterfacePackage

w,ﬂﬁrmacwackagemterface

ArtifagtinterfacePackage . . . .
ﬁfrfa'cﬁ‘ac?mgv}%fcrfacc is a kind of ArtifactPackage that defines an interface that may be exchanged between users.

An ArtfefactPackage may define one or more
ArtifactinterfacePackages
, Package::InterfacePackage

Superclass
ArtifactElement /— subArtifactinterfacePackage [0..1] {subsets owningSACMPackage} -
I ArtifactinterfacePackages that are contained in this ArtifactinterfacePackage

ArtifactinterfacePackage

Associations / \
Semantics

factPackageintertace enables the declaratjeffl of the elempfits of an ArtifactPackage that might be referred to (cited)
in another ArtlfactPackage An AstifeetPadcagelnterfaee-eSides inside the ArtifactPackage to which it refers. It refers

to ArtifactAssets using isCitation=Lede that reside withi the same ArtifactPackage as itself.

All Elements that are cited in a BindingPackage must be contained in either the
owner of that BindingPackage or a (recursively) sibling Package of that
BindingPackage

Constraints

inv CitedElementsAreScoped: element->forAll(e|e.cited->notEmpty() implies
e.cited->closure(g|g.owningPackage).asSet()->one(p|p=self.owningPackage))

14 Elements that are not either a Diagram or a BaseElement must be a citation.
5 = inv MustBeCited: element->forAll(e|not e->oclKindOf(SACMDiagram) and not e-
/1’3—12-?/ ArtlfaCtAsset (a bStraCt) >oclKindOf(BaseElement) implies e.isCitation=true)

ArtifactAsset represents the artifact-specific pieces of information of an assurance case, in contrast to the argument-
specific pieces of information.

Superclass
ArtifactConcept

Association
ownedArtifactAsset:ArtifactAsset[0..*] {subsets ownedElement} - ArtifactAssets
ovvned by this ArtlfactAsset

%*r

Semantics

Information about artifacts is essential for any assurance case. The artifacts correspond, for instance, to the evidence
provided in support of the arguments and claims of an assurance case. It is also important to have access to related
pieces of information such as the provenance of an artifact, its lifecycle, and its properties. All this information might
have to be consulted for developing confidence in the validity of an assurance case.

14 .

1312,1° Artifact
Artifact represents the distinguishable units of data used in a structured assurance case.
Superclass

ArtifactAsset

Structured Assurance Case Metamodel, v2.3 47



