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Non-Security Architectural Risks

‘VStep 1: Define Architecture Drivers and Challenges [Sm-0v = AV]

Task 1.4: Analyze Strategic Decisions %j Risk
an
= Sm-0v: summary and + Par: .
Step 1.4.1: Capturs potentiel |§m N Overview [AV-A] Package: Parameters
effects and oulcomes. 5‘[;;:;;’;%‘;[95‘;;“:::;‘ E- T T~ T Sttt T radcolls and isAbstract: No
’ .4 Analyze Strategic TradeofTs an
Dutcomes [NIA] 5t.5t: Strategic ep v

States: Cause Decisions - |dentify desired effects, Generalization: PropertySet. Block
Step 1.4.2: Dafine sets of T T [f '— Effect Chain nutca_rms, and risks for presertation to Extension: Class
MEasUres oTEMect Mc-Pm: Measurcmenta: L CEEIELER Description

Messures of Effect [NIA]

A fype that represents a sifuation involving exposure to danger of AffectableElements (e.g.. Assefs, Processes,
e — — — . Capabilities, Opportunities, or Enterprise Goals) where the effects of such exposure can be characterized in terms of the
Slep 1.4.3. Caplurs possivle risks T likelihood of occurrence of a given threat and the potential adverse consequences of that threat’s occurrence.
Strategic Risks [N/A]
(capture il of Risk & O i A
Step 1.4.4: Capture typical S <EE
lieasures of A5k and Me-Pm: Measurements:
Sro Tﬁlsi:;nlgsggz?:r:glrﬁc /G ate Strategic Decision D t
[NiA] ener rategic Decision Documents «Metaclass» «stereotype» «stereotype»
T - |
Step 1.4.5: Capture sctual o, Decizion support and analyeie Class PropertySet SysML::Blocks::Block
Measures of Rk and Ma-Pm: Megaurements: papers
Opportunty Risk and Opportunity
Actual men
NA] J
«stereotype» «metaconstraint» «stereotype»
Figure 4:10 - Step 1.4: Analyze Strategic Decisions Risk {umiRole = "client"} Affects
«metaconstraint» «stereotype»
[ ] ] ] {umiRole = "supplier"} Mitigates
» Risk is generic for the architecture
«metaconstraint» «stereotype»
{umiRole = "supplier"} OwnsRisk
= ]
* How should we capture non-security architectural oot —
{umiRole = "classifier"} ActualRisk
. .
risks in the UAF Framework e aRokncon
{umiRole = "supplier"} OwnsRiskinContext
. . . «metaconstraint» «stereotype»
 EA Guide discusses the capture of non-secu rity mfoe=rawnr | AeenCone
«metaconstraint» «stereotyper
. . .
architectural risks at various levels of the AD e S
. . «stereotype»
— Unclear how to capture Rk-Pm Strategic Risk

Figure 3:256 - Risk

— Similar issue at other levels of the AD
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Search and Rescue Example (Cameo 2022x)

« Should an Operational Mitigation Raks ([ Sveege s
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Mitigation seems odd
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Parameters: Risk possible changes
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Figure 8:91 - Parameters: Risk
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