10 Evidence Elements

10.1 Evidence Elements Class Diagram

This sub clause defines the key concepts of the SACM Evidence Metamodel. The elements in this sub clause are defined

as abstract classes and subsequent sub clauses elaborate the detail, while this sub clause provides a convenient outline of
the entire vocabulary focusing at the key noun concepts.
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Figure 10.1 - EvidenceElements class diagram
10.1.1 EvidenceElement (abstract)

EvidenceElement class is the root element of the SACM Evidence Metamodel. All other classes in the SACM Evidence
Metamodel extend EvidenceElement. The main subclass of the EvidenceElement is Evidenceltem, which defines the

. Other elements represent various secondary elements and dependent parts

of other evidence elements. The following elements are direct subclasses of EvidenceElement: Evid¢nceltem,
EvidenceAssertion, and ProjectElement.

(statements about things and other statements)
Superclass

(things)
ModelElement

Associations

e provenance:Provenance[0..*]

Provenance properties-of-the EvideneeElement ——_

statements where the subject is the current EvidenceElement
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may be used as a subject of various statements

identifying its characteristics, provenance, custody,

and qther properties. These statements are represented by owned EvidenceProperty
elements (see sections 11 and 13 for more detail).

*  timingTimingProperty[0.5] statements where the subjectis the current EvidenceElement

Timing

*  custody:CustodyProperty[0..%] jstatements where the subjectis the current EvidenceElement
Cugtody

e event:Evi statements sub clauses
Event escrlblng a set of events with timing clauses determined by the lifecycle of the EV1d+nceElement

Note: This is the com)
Evidence Metamodel.

te list of associations for EvidenceElement as they are introduced by several other diagrams of the

Semantics

EvidenceElement class is an abjtract class that represents any element of the SACM Evidence Metamodel. Every class of
the SACM Evidence Metamode] extends EvidenceElement directly or indirectly (through other classes).

EvidenceElement

is associated with a set of statements, which assert
things some additional facts about that element, including

10.1.2 Evidenceltem (abstract)

Evidenceltem is an abstract class that rep 28{ ebjee(J that are COW as evidence or are somehow involved with
re eit

evidence being collected. These ebjeets her physical documents, rgcords, formal objects (representing concrete
objects or concepts), or formal assertions (see below). Evidenceltem ewas-a—set-ef events that represent the lifecycle and
the chain of custody of the item.

The very nature of evidence is that some physical ebjeets called “exhibits” are produced to provide justification to the
claims made in an argument. This form of justification dQnferred by a physical ebjeet to a claim is called evidentiary
support. So, the main evidence item is an Exhibit - a physigal ebjeef proguCed believed-to-be-conferring-evidentiary
support to some claims in the argument. thi g G believed

The most common form of an exhibit is a Docu

indirect way. Physical ebjeets other than documeyp
meaning they may represent. Classes Exhibit 2
are represented by the subclasses of the ab
11 “Exhibit Properties.”

equire non-trivial (and highly contestable) interpretation, as to what
DOcument are described below. Statements related to their properties,
Zlass ExhibitProperties and DocumentProperties are described in Clause

Instances of concrete subclasses of

Superclass Evidenceltem are owned by EvidenceContainer
EvidenceElement (see section 15 Administration).
Semantics

Evidenceltem repreSents ebjeets that are collected as evidence. The subclasses of Evidenceltem are Exhibit, representing
physical ebjeets presented as evidence, Record, EvidenceGroup and FormalElement, which represents associated
elements of meaning, such as concepts and propositions/claims.
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statements involving this element can be constructed, for example
statements that assert fundamental characteristics of this element or its

10.1.3 Exhibit

thing
Exhibit element represents a physical ebjéet presentethas evidence be it is believed to confer evidential support to
some claims. Exhibit element jh the Evidenfe Metamodel ~a representative of this physicat ebjeet within the Evidence

Model, so that-additional-proper af-befattached o-ttaird-So-ths A4 pate-int various relationships with other
elements of the Evidence Model. The na is presented as evidence and subsequently
stored in an appropriate evidence repositgry, provides the scope of what can be~presented as evidence. For example, a
“knife” can be presented as evidence, buffa person cannot be. A person can have viewed as a witness or an expert, and his
opinion recorded as a document, which fthen can be presented as evidence. The SACM Evidegce Metamodel emphasizes
computer-based evidence repositories, fvhich can only store electronic representations of physical ebjeets. So the
“electronic source” of a “knife” ebjeet will likely be a photograph of the knife.

A most common kind of an exhibit is a Document. Document is a special ebjeet, because it is a direct expression of some
meaning in certain media. Document involves the use of a language to exgress its meaning. In comparison any other
physical ebjeet may represent a meaning only in a very indirect way. Phygical ebjeets require non-trivial (and highly
contestable) interpsgtation, as to what meaning they may represent. The imjportajice of documents as elements of evidence
cannot be underestima since evidentiary support is a form of establisling defensible relation between some physical
ebjeets and claims, which absglements of meaning. This transition from [phygical ebjeets to meanings needs to be

Superclass

Evidenceltem

Attributes

e name:String
The short title of the exhibit.

e url:String
The URL to the original exhibit, if it is a web resource. Additional facts related to the Exhibit are
asserted as ExhibitProperty statements in

Associations which the current Exhibit is the subject.

*  property:ExhibitProperty[0..*] These statements are represented as
The set of essential properties of the exhibit. owned ExhibitProperty elements.
Semantics /thing \

Exhibit element represents a physical ebjeet that is presented as evidence in support of some claims. Properties-of-an

ott-are-aetined oY S o A 4

10.1.4 Document

Document element represents a “document” that is defined as follows:
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1. an original or official paper relied on as the basis, proof, or support of something;

2. something (as a photograph or a recording) that serves as evidence or proof;

3. a) a writing conveying information; b) a material substance (as a coin or stone) having on it a representation of
thoughts by means of some conventional mark or symbol [Merriam-Webster Dictionary]. thin g
et L

are representations of some meanin T than of an expression of a meafiing (direct or indirect). FormalObject may
refer to some physical ebjeets aS its extent but it may not correspond 46 any physical object whatsoever. From this
perspective, a Document is a vital kind of a physical object, which A5 related directly to some mganing, and requires only
a limited interpretation. The importance of documents as elemefits of evidence cannot be undefestimated, since
evidentiary support is a form of establishing defensible relafion between some physical ebjeets and claims, which are
elements of meaning. This transition from physical ebjeets to meanings needs to be performed as early as possible in the
process of building an assurance case. The Evidence Metamodel provides the means to document this transition and
confine it to the scope of the evidence package, so that the rest of an assurance case can operate only with claims.

The SACM Evidence Metamodel defines some common properties of documents, such as Title, version, language, etc.
Several properties are defined as attributes of the class Document, others are defined as owned properties through named
association classes, which are concrete subclasses of DocumentProperty. In addition, the Evidence Metamodel allows
several attributes of a Document that characterize its quality as evidence.

Superclass
Exhibit Additional facts related to the Document are
Attributes asserted as DocumentProperty statements in
which the current Document is the subject.
These statements are represented as

owned DocumentProperty elements.

o title:String
The full title of the document

e citation:String
The full citation of the document (bibliographical reference)

Semantics

thing
Document element represents a physical ebjeet that directly expresses a certain meaning/ The meaning is the content of
ess more that one meaning.

the document. Because of the ambiguity of natural languages some documents may exp
Formal documents usually have a smgle meaning. Prepe 6 oeument-de

10.1.5 Record

Record element represents Exhibits that are explicit records of compliance, for example log entries. Record is different
from a Document, since a Document element represents some physical ebjeet that exists elsewhere in the physical world
(even if it is an electronic document), while a Record element exists only in\{he EvidenceContainer.

thing

42 Structured Assurance Case Metamodel, v1.0


Martin, Robert A.


Martin, Robert A.


Martin, Robert A.


Martin, Robert A.


Martin, Robert A.

Martin, Robert A.

Martin, Robert A.

Martin, Robert A.

Martin, Robert A.

Martin, Robert A.


Martin, Robert A.


Martin, Robert A.


Martin, Robert A.


Martin, Robert A.


Martin, Robert A.


Martin, Robert A.


Martin, Robert A.


Martin, Robert A.


Martin, Robert A.


Martin, Robert A.



things

Superclass

EvidenceElement

Attributes

* name:String
the name of the record

e content:String
the content of the record

thing

Semantics

Record is defined as “a thing constituting a piece of evidence about the past, esp. gn accoupt of an act or occurrence kept
in writing or some other permanent form.” In the Evidence Metamodel Record efement is such a thing. In contrast to a
Document element, a Record is not a representative of some other physical ebjeet, but the ebjeet itself. A Record is
therefore similar to an Object; however, it is considered a structured element with an informal content rather than a formal
element.

10.1.6 FormalElement (abstract) thin%s

FormalElement is an abstract class that represents any elements of meaning that are associated with ebjeets presented as
evidence or otherwise involved in the evidence collection.

Superclass

Evidenceltem

Semantics

FormalElement is an element of meaning that represents a certain individual concept, a noun concept, verb phrases, and
propositions. Two subclasses of FormalElement are FormalObject, representing noun concepts, and FormalAssertion,
representing verb concepts and propositions.

10.1.7 FormalObject (abstract)

FormalObject is an abstract class that represents any elements of meaning that are noun concepts associated with the
objeets that are collected as evidence or are otherwise involved in the evidence collection. FormalObject may represent a
concept corresponding to an individual concrete physical thing, such as “an axe with stains of blood on it,” or a collection
of things, referred to as a whole, or a concept, such as a “murder weapon.” Physical things need to be represented as the
exhibits. On the other hand, concepts are usually not collected as evidence, rather they are used as the elements of
meaning in order to build assertions, as well as other relations describing the items of evidence. For example, in order to
describe the above mentioned “axe” as a “murder weapon,” the instance of a FormalObject with the name “murder
weapon” is used. This object represents a concept that is involved in making a claim that also involves a concrete physical
ebjeet. FormalObjects represent concepts in the subject area for which the argument is being developed. Many elements
of the Evidence Metamodel are concepts related to evidence. In particular, Exhibit and Document are two key concepts
related to evidence.

thing
Superclass

FormalElement
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Attributes

e name:String

Name of the domain concept Further details are provided in section 12

Semantics Formal Statements.

FormalObject is an ele
concept.

of meaning that represents a certain individual concept (other than a document) or a noun

10.1.8 FormalAssertion (abstract)

FormalAssertion is an abstract class that represents propositions that are involved in evidence collection. In particular,
FormalAssertion involves FormalObject that represents individual concepts corresponding to concrete physical things,
collection of things, referred to as a whole, or concepts. FormalAssertions represent propositions about the subject area
for which an assurance case is being developed. In contrast, many elements of the Evidence Metamodel are assertions
about evidence. In particular, EvidenceEvaluation is one of the key assertions related to evidence.

Superclass

FormalElement

Attributes

e content:String
The statement that in a selected language that is the expression of the formal assertion (verbalization of the assertion

in a natural language). . . . .
guage) Further details are provided in section 12

Semantics Formal Statements.

FormalAssertion is an element of meaning that represents a certain proposition. The Assertion subclass, iitrqduced in
Clause 12 “Formal Statements” uses elements of formal statements and a formal reference to an SBVR vocabylary to
represent precise meaning of the assertion. ReferencedClaim element represents an informal assertion/claim.

10.1.9 EvidenceGroup

EvidenceGroup asserts a state of affairs that several evidence elements are grouped together and can be referred to
collectively.

Superclass
Evidenceltem

Attributes

e name:String
Name of the evidence group.

Associations _[0.7]

¢ element:EvidenceElement{fo-}
Elements of the Evidence Group
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* Attributes of the evidentiary support, such as Direct or indirect support, Relevance, Confidence, Strength,
Significance.

* Interpretation of Evidence: what an evidence item “Is,” what it “means.”

* Nature of the evidentiary support: Supports, Challenges.

« Observations and Resolutions. The EvidenceProperty statement is formed by
combining the owning EvidenceElement with the
e Standard of Proof to which the evidence is evaluated. objects into the sentential form determined by the
Superclass concrete subclass of the EvidenceProperty element.

See section 13 Evidence Properties for detail.
EvidenceElement

Semantics

stateryents about the

EvidenceAssertion is an abstract class that represents various assertions—related to evidence elements defined in the
Evidence Metamodel. More detailed semantics is provided by the concrete subclasses of EvidenceAssertions.

EvidenceProperty represents various statements related to the fundamental properties of evidence elements. \

Superclass In contrast, EvidenceEvaluation elements
EvidenceAssertion represent variogs stgtements related to

the nature of evidentiary support
Semantics

EvidenceProperty is owned by the subject EvidenceElement. EvidenceProperty is a statement that represents fundamental
properties of the EvidenceElement. Such propertigs are independent of the particular assurance case, for example, the

media of a document, the current custodian of the qocument, or the author of a statement. EvidenceProperty involves one
or more objects, specified either as attributes or the|associations of the EvidenceProperty element. BEach-EvideneeProperty

allows constructing statements asserting
relationships between

Establishing evidentiary support that a set of docywments provides to the given claim requires evaluation of the documents
and its relations to the claims, including the detgction of challenges to the claim, conflicts, and contradictions. Satisfying
a certain standard of proof requires analysis of ll available evidence items and resolving/explaining conflicts, so that at
the end all evidence points in a single direction. Often this requires formulation of a multitude of intermediate claims that
are clearly supported by available evidence items\and establishing further relations to the target claim.
EvidenceEvaluation is an abstract element that represents—relationships-between evidence items and assertions,
observations regarding conflicts, and resolutions of the conflicts. Navigation through the EvidenceEvaluation elements for
the given domain claim allow understanding the exact nature and strength of the evidentiary support provided by the

10.2.3 EvidenceEvaluation (abstract)

evidence items to the claim. EvideneeEvaluatio b or-addittonal-Evidenee op

Superclass Additional EvidenceProperty and EvidenceAttribute clauses can be
. . added to EvidenceEvaluation statements to provide further detail

EvidenceAssertion e related to strength, confidence, provenance, timing, etc.

Instances of concrete subclasses of EvidenceEvaluation
are owned directly by
EvidenceContainer (see section 15 Administration)
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Associations

e attribute:EvidenceAttribute[0..*]
Set of quality attributes of this EvidenceEvaluation element.

Semantics

EvidenceEvaluation element represents a statement that asserts a certain relationship between two
Evidenceltems, or between an Evidenceltem and an EvidenceEvaluation, or between two
EvidenceEvaluations eleements. The EvidenceEvaluation statement can include additional

EvidenceAttribute clauses, that provide further detail related to confidence, strength of support, etc.

Since EvidenceEvaluation element is a subclass of EvidenceElement, the primary statement can

also include additional EvidenceProperty clauses that provide further detail related to provenance, timing, etc.

EvidenceAttribute class is further described in section 14.3. Detailed semantics is provided for individual
subclasses of EvidenceEvaluation (see section 14 EvidenceEvaluation).

Structured Assurance Case Metamodel, v1.0 47


Martin, Robert A.
EvidenceEvaluation element represents a statement that asserts a certain relationship between two 
EvidenceItems, or between an EvidenceItem and an EvidenceEvaluation, or between two 
EvidenceEvaluations eleements. The EvidenceEvaluation statement can include additional 
EvidenceAttribute clauses, that provide further detail related to confidence, strength of support, etc. 
Since EvidenceEvaluation element is a subclass of EvidenceElement, the primary statement can 
also include additional EvidenceProperty clauses that provide further detail related to provenance, timing, etc. 

EvidenceAttribute class is further described in section 14.3. Detailed semantics is provided for individual 
subclasses of EvidenceEvaluation (see section 14 EvidenceEvaluation).

Martin, Robert A.

Martin, Robert A.


Martin, Robert A.


Martin, Robert A.



This sub clause of the Evidence Metamodel specification
s defines elements that allow constructing statements about

" Exhibit Propgr/tlg/ the fundamental properties of Exhibits and Documents.

ExhibitProperties Class Diagram

1.1
Exhibit
ExthibitProperty |+property +name : String
0. +url : String
e ‘.f‘ \\ k**‘ / +whole
e L.+ The ExhibitProperties class
IsBasedOn diagram defines several
: ‘“\\ very generic statements about
1 \, the properties of
— e T ——— Exhibit. Subsequent class
b +media ; String e Sy diagram DocumentProperties
e LEy defines statements about
the properties of
Document (a special subclass
of Exhibit).

Figure 11.1 - ExhibitProperties class diagram

11.1.1 Exhibit Property (abstract)
This class defines common physical characteristics of exhibits, including documents. .
Each concrete subclass of ExhibitProperty defines a certain statement that
identifies a characteristic of exhibit. The subject of the statement is the instance
of Exhibit that owns the ExhibitProperty element. The ExhibitProperty statement is

formed by combining the owning Exhibit with the corresponding objects into the

Superclass
EvidenceProperty
sentential form determined by the concrete subclass of the ExhibitProperty element.

Semantics
bseguent sections fordetail. . . o oo

Each-econeretesube 3‘3‘

Exhibit-obicet.
11.1.2 HasElectronicSource
/—— statement expresses the
i Exhibit in electronic form. Electronic Source is the only way a

HasElectronicSource
document may be stored in a computer based Evidence Repository. For example, Electronic Source can be a photograph
of an object, a scanned image of a document, a Word document, an XMI representation of a model. In a general case of a
non-document exhibit, the electronic source is likely to be some image of the original object. If the physical object existed
in electronic form (as specified by the Media property), then the Electronic Source can be considered the “original”
representation of the Exhibit. This is often the case with documents. In the case of documents as exhibits, the concern is
to capture the expression of the meaning represented by the document. If the physical document existed in electronic form
as some kind of text (as specified by the Media property), then the Electronic Source can be considered the “original”
expression of the Exhibit. In other cases, the Electronic Source is a “derived” expression, which can be a source of errors
leading to incorrect interpretation of the meaning of the document. Some arguments involve physical evidence where the
transformation between a physical object and its electronic form may be contested, especially if the electronic form is
used to interpret the meaning of the document. For example, if the original document is a handwritten note on a napkin,
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the original electronic source may be a photographic image of the note. However before the meaning of the note can be
analyzed, the text version of the note has to be presented. This may involve some degree of interpretation (was this letter

g” or letter “q”?). In this case the text version of the note is a different electronic source. In most cases related to
Software Assurance, electronic source in the form of text is either the original media, or the transformation is reliable.

Superclass

ExhibitProperty

Attributes

e source:String
The bytestream representing the owner exhibit in electronic form.

e format:String
The format used by the source.

e fileSize:Integer ) . .
The size of the bytestream (in bytes). identifies the bytestream that is interpreted

as the electronic form of the Exhibit
Constraints

» Exhibit shall not have more than one HasElectronicSource property.

Semantics statemerq]t involves three related proeprties Q element that provide the detail of

HasElectronicSource elementrepresents—three—+elated-properties of the ownef Exhibit-objeet; eerresponding—te the
electronic representatron of the exhibit. The source property cstabfrshcs—a—rclaﬂmshrp%etvveerth&ewner—E*hﬂatt—ebjeef

y it: The source uses the format, and the source has
size. We do not make a drstmctlon between smgle byte character and multi-byte character representations in case of text-
based documents. These distinctions shall be made by the format property. The source within the HasElectronicSource
property shall represent the entire exhibit, therefore it is not allowed for the exhibit to have more than one electronic
source. If an argument requires reference to alternative electronic sources, for example, images at different resolution, the
evidence model needs to be more explicit, and include the original exhibit and two derived documents, describing the
process of derivation. This allows clear representation of detailed interpretation of each document, unambiguous
representation of claims supported by both documents, and evaluation of their contribution to the main claim.

The-main-charaeteristie is expressed by-a sentential form “Exhibit-has-eleetroniesouree.”

The stat t ibit i [ i
11.1.3 IsPartOf e statemen Exhibit is provided in format as source

Some exhibits may have complex structure in which different parts render evidentiary support to different claims, and/or
have different properties. The SACM Evidence Metamodel allow representing each part of the complex exhibit as a
separate Exhibit element, to represent the aggregated whole by another Exhibit element and to represent “part-whole”

associations using the “IsPartOf” prepetty.
N

Superclass statement

ExhibitProperty

Associations

e whole:Exhibit[1]
The Exhibit object that represents the “aggregated whole” to which the current Exhibit object is a part of.
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. The statement
Semantics

IsPartOf is a chgracteristic of Exhibit-1 (instance of a Exhibit class, referred to as the owner of the characteristic), which
is defined as afstate of affairs that the Exhibit-1 is part from another Exhibit-2.

This-eharaeteristie is expressed by a sentential form “Exhibit-1 is part of Exhibit-2.” Exhibit-1 may be part of multiple
other exhibits, besides Exhibit-2, and Exhibit-2 may have other exhibits as its parts.

11.1.4 HasMedia

It is often important to identify a particular media of the document or the material of the exhibit. ExhibitProperty
HasMedia shalt be used for this purpose.

Superclass statement shall

ExhibitProperty

Attributes

¢  media:String
Designator of the media of the original Exhibit.

Semantics

[\ statement
HasMedia e cprosents—a—characteristie—e
exhibit. Fh

The main-eharaeteristie is expressed by a sentential form “Exhibit is made of media” or “Document is expressed on

media.” \
11.1.5 IsBasedOn

statement

In Software Assurance documgnts are often generated by automated process from some sources. For example, the
probablhtles of Faults are gerferated from a Fault Tree model through the process of Fault Tree analysis. IsBasedOn
epresenttherelation etweenthe er-document-an es. From the evidentiary quality
perspectlve the fact that the owner deeﬂmeﬂt was generated from other deeﬂ-meﬁts by means of some automated process
does not necessarily make it a “secondary’ i
information, not available in the sources ( ici , thi doeument “derived,”

'f/ statement describes the sources of the subejct Exhibit

Superclass described . hat is represented by a

ExhibitProperty

Associations -

¢ source:Evidenceltem|[1] )
The source deeuwment that contributes to the content of the owner deeament.

Semantics

IsBasedOn is a characteristic of Beeament-1 (instance of a Peeument class, referred to as the owner of the characteristic),
which is defined as a state of affairs that\the content of the 1 is derived from another Peeument-2.
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This-characteristie-is-expressed-by a sentential form “
on multiple other documents, besides Boeument-2.

Derivation of one Peeament from another can have various me

This statement is expressed by

Version derives from prior version

Version derives from these versions of items

Copy

Uses information from

Conclusion based on

Change together or should change if other changes
Uses

Subsumes

Compiled from or otherwise results from tool processing of
Analysis result regarding

Obtains resources from

Share contents

Exhibit

\

is basgd on Beeument-2.” Boeument-1 may be based

tiigs including, but not limited to the following:

This list is by no means exhaustive and not all may apply to a set of exhibits of interest. Apparently, as natures of
dependencies could vary multiple relations related to a single dependent element are possible. The SACM Evidence
Metamodel does not provide a normative enumeration of the nature of dependency. However, should an author of a
SACM document desire so, a TaggedValue mechanism shall be used for this purpose with a tag ‘natureofdependency.’
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The DocumentProperties class
diagram defines statements about
properties of Documents

(a special subclass of Exhibit).
DocumentProperty is defined as a
subclass of a more generic
ExhibitProperty class (see previous
section).

11.2 DocumentProperties Class Diagram

DocurmentProperty HasVersion

+yersion : String

ExtendedDocumentProperty T
p o - |lsExpressedinLanguage
/ ’ +Hanguage : String
e +lsPrimary : Boolean
/
Consistency S/ [ 3
/ | Completeness
+value : ConsistencylLevel ;"r | = ~
j/ | +status : CompletenessLevel ) IsReleaseableTo
/ | +releasability : String
|
Reliability Origilnality
+value : ReliabilityLevel =
’ ik +value : Criginality Level HasSecurityClassification
+securityClassification : String
wanumearations»
R RRTIOr SO wenumeration» wanumearations ReliabilityLevel
iginali c let L4 |
ConsistencyLevel OriginalityLevel S unknown
unknown unknown unknown unReliable
informal derivative incomplete notUsually Reliable
semiformal ariginal draft usually Reliable
formal final fairly Reliable
obsoclete completely Reliable

Figure 11.2 - Document Properties class diagram . .
J P 9 defines various statements related to

11.2.1 Document Property (abstract) -/

This class defines characteristics of documents. Other characteristics common to all Exhibits are defined using
ExhibitProperty. Each concrete subclass of DocumentProperty defines a certain statement that

describes a characteristic of document. The subject of the statement is the instance
of Document that owns the DocumentProperty element. The DocumentProperty
ExhibitProperty ~ Statement is formed by combining the owning Document with the objects into the
sentential form determined by the concrete subclass of the DocumentProperty

Superclass

Semantics element. See subsequent sections for detail.
represented-by-the-Doecument-objeet:

11.2.2 HasVersion

It is often important to identify a particular version of the document. PeeumentProperty HasVersion shal be used for this
purpose. -~

statement shall
Superclass

DocumentProperty
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Attributes

e version:String
Designator of the version of the original Document.

Semantics [\ statement

HasVersion ¢ presents—a—property-of-the-owner Doctment-objeetthat identifies the version of the orlglnal

document. e e G‘ propeh € :3“ a ‘:G‘ ‘. B€ eef—+tne-o yer-Pectrer --‘ ahRa—tRe—ae€ ;‘: :‘:
ton-of-the-eriginalfdocument: The ElectronicSource is a snapshot of the original document captured in electronic

form. The version ig’used to provide full traceability to the original document. . .
Document has version version

The main eharaeteristie is expressed by a sentential form “Peeument-has—version.”

11.2.3 IsExpressedinLanguage

The use of language is one of the essential characteristics of a document. The meaning of the document is expressed as a
text that uses a certain vocabulary that is expressed in some language In the context of the Evidence Metamodel,
IsExpressedInLanguage is-a FReH e hat-e he aship-betwe ard the language which
is essential to understanding the \meaning of the document The language itself is 1deﬁt-1-ﬁed—a-s a string attribute of the
Language property.

statement identifies C described by
Superclass

DocumentProperty

Attributes

* language:String
Designation of the language which is used in the owner Document.

e IsPrimary:Boolean
In case when the document is expressed in multiple languages, this attribute identifies the primary language.

Constraints
e Document should have at least one IsExpressedInLanguage property.

* Incase when the Document is expressed in more that one language, the IsPrimary property may be used to identify the
primary language.

Semantics Ianguage/?tement artificial

IsExpressedInLanguage e
document. The seuree property-establishes—a—rela ae S o eet—and-th : e
lansuase—whieh is interpreted as the name of a language A 1anguage can be a natural language or an unﬁa{-ufa-l- one, such
as a computer language, a system of mathematical symbols, or a modeling notation. ISO-639-2 provides manes of many
languages and provides short language-independent codes. In the scope of the Evidence Metamodel, the language of each
document shall be identified, as this is vital to interpretation of evidence and for exchanging evidence. It is possible that
a Document is expressed in more than one language. The SACM Evidence Metamodel allows identifying the primary
language by setting the isPrimary attribute to true.

is expressed by a sentential form “Document is expressed in language.” Additional sentential
form is “Docurment is primarily expressed in language.”

The statement
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11.2.4 HasSecurityClassification

In some contexts of evidence evaluation it is required to track the security classification of documents. Evidence
management tools can use security classification in filters in order to protect sensitive information.
HasSecurityClassification preperty-represents security classification of the owner Document.

\

S | _ o
uperclass statement identifies

DocumentProperty

Attributes

e securityClassification:String
Designation of the security classification of the owner document.

Semantics

HasSecurityClassification elemen
classification of the orlgmal document-

& aid : Gk ; al-doe : SecurltyClasmﬁcatlon property of
the owner Document refers also to all ElectronicSource of the Document Examples of designations of security
classifications are: “Unclassified,” “Secret,” “Top Secret.” When the HasSecurityClassification property is omitted, the

D ti d to be “Unclassified.”
ocument s assumed fo be “LnelasStied- Document has security classification security classification
The-main-eharaeteristie is expressed by a sentential form “Deeument-has-seeurity-elassifieation.”

11.2.5 IsReleasableTo  The statement

In some contexts of evidence evaluation it is required to track of the releasability of documents. Evidence management
tools can use releasability property in filters in order to protect sensitive information. IsReleasableTo preperty-—represents

seeurity-elassifieation of the owner Document. C’ _ N
K statement identifies

Superclass releasability

DocumentProperty

Attributes

* releasability:String
Designation of the releasability of a document.

Semantics [\ statement
IsReleasableTo e Cpresents-aproperty e
document. Fhe

IsReleasableTo property of the owner Document refers
also to all ElectronicSource of the Document. Examples of designations of releasability scope are: “US eyes only,”
“Canadian eyes only,” “NATO only.” When the IsReleasableTo property is omitted, the Document is assumed not to have
releasability restrictions.

is expressed by a sentential form “Document is releasable to releasability scope.”

L The statement
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Example

11.2.6 Originality Ve statement
Originality elementrepresents—eharacteristic-of-doeuments—that is asserted during the course of evaluation and that refers

to the originality of the document. This characteristic refers to the document (record) that is the source of evidence. The
original source is one that contributes written, oral, or visual information not derived from a prior written or visual record
or oral communication. A derivative source is one that contributes information that was copied, transcribed, abstracted,
summarized, duplicated, or repeated from information is a previously existing source (that is from the original or another
derivative).

Superclass
DocumentAitribute The statement of Originality is
verbalized as follows:
Attributes - Document is Original
+  value:OriginalityLevel i DO.Cl.Jme.nt is Derivative .
Originality level, such as derivative or original. - Originality of Document is unknown

11.2.7 OriginalityLevel (enumeration)

OriginalityLevel enumeration class defines the Originality levels.

Literals

* unknown
Originality level is unknown.

e derivative
Document is derivative.

e original
Document is original.

11.2.8 Consistency [\ statement

Consistency is asserted during the course of evaluation and that refers
to the consistency of the document. This characteristic refers to the level of formality of the document and to our
capability to interpret the document. Consistency of a document can be informal, semi-formal, and formal. An informal
document uses prose. A semi-formal document uses a template that determines some of its structure, filled in by prose. A
form with a large amount of prose is an example of a semi-formal document. When the amount of prose becomes limited,
the document may be referred to as formal. A multiple-choice questionnaire is an example of a formal document.

The statement of Consistency is verbalized

Superclass

as follows:
DocumentAttribute - Document is formal
Attributes - Document is semi-formal

- Documentis informal

*  value:ConsistencyLevel - Consistency of Document is unknown
Consistency level of the Document, such as informal, semi-formal, and formal.
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11.2.9 ConsistencyLevel (enumeration)

The ConsistencyLevel enumeration class defines consistency levels.

Literals

e unknown
Consistency level is unknown

¢ informal
Consistency level is informal

e semiformal
Consistency level is semi-format

e formal
Consistency level is formal

11.2.10 Completeness f\ statement
Completeness elementrepresents-a-charaeteristiec-of-doeuments—that is asserted during the course of evaluation and that

refers to the completeness of the document. This characteristic refers to the point in the lifecycle of the current version of
the document and to our capability to derive useful information from the document. Completeness of a document can be
incomplete, draft, final, and obsolete. An incomplete document may not be reliable and may contain omissions. A draft
document is more reliable and is likely not to contain omissions. A final document is the most reliable state. When the
document is obsolete, it may not be a source of high-fidelity information. Evidentiary support from documents that are
not final may be contested. Completeness level can be applied to Evidence package.

Superclass

DocumentAttribute

Attributes

e value:CompletenessLevel
Completeness level, such as incomplete, draft, final, and obsolete.

11.2.11 CompletenessLevel (enumeration)

The CompletenessLevel enumeration class defines completeness levels.

Literals

e unknown The statement of Completeness is verbalized
Completeness level is unknown. as follows:

- Document is final

- Document is draft

- Document is incomplete

- Document is obsolete

- The completeness of Document is unknown

* incomplete
The subject is incomplete.

e draft
The subject is a draft.

e final
The subject is final.

e obsolete
The subject is obsolete.
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11.2.12Reliabilit
eliability " statement
Reliability elementrepresents-a-characteristic-of-documents—that is asserted during the course of evaluation and that refers

to the reliability of the source of the information contained in the document. This characteristic refers to the level of trust
the evaluator confers to the source of the document and therefore to the document itself. Reliability of the document
affects the strength of evidentiary support this document provides. The Evidence Metamodel defines 5 levels of reliability.

Superclass

EvidenceAttribute

Attributes

e value:ReliabilityLevel
Level of reliability of the Document, such as unreliable, not usually rgliable, usually reliable, fairly reliable,
completely reliable.

11.2.13ReliabilityLevel (enumeration)

The ReliabilityLevel enumeration class defines reliability levels.

Literals The statement of Reliability is verbalized as follows:

e unknown - Documentis from a completely reliable source
Reliability level is unknown. - Document is from a fairly reliable source

«  unReliable - Document s from a usually reliable source

The source is unreliable. - Document is from an often unreliable source
- Documentis from an unreliable source

¢ nonUsuallyReliable e ;
Y - Reliability of the document is unknown

The source often unreliable.

e usuallyReliable
The source usually reliable.

e fairlyReliable
The source is fairly reliable.

e completelyReliable
The source is completely reliable.

11.2.14ExtendedDocumentProperty

ExtendedDocumentProperty element represents a user-defined characteristic of a document that is asserted during the
course of evaluation.

Superclass

DocumentProperty

Constraints

ExtendedDocumentProperty element shall own at least one TaggedValue describing the meaning of the element.
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Associations

* role:RoleBinding[0..*]
Set of role bindings that further describe which FormalObjects are bound to the roles that are determined by the
fact type.

e definition:MOF::Element
A link to an entry of an external SBVR vocabulary or an OWL ontology defining the fact type of the assertion.

Semantics

Assertion is an element of meaning that states existence of a relationship between several individual formal objects. In a
formal assurance case, the nature of the relationship is specified through a reference to an external vocabulary, such as an
SBVR vocabulary or an OWL ontology. SACM assumes that community of interest for an assurance case will acquire or
develop such vocabularies for the corresponding subject area. In a semi-formal assurance case the nature of the
relationship can be described informally through a ‘content’ property. In this case the ‘definition’ property and the
‘facttype’ property shall not be used. However the references to the exact FormalObjects through RoleBinding elements
still can be stated. The ‘content’ property of the FormalAssertion element provides the verbalization of the assertion,
which is the expression of the assertion in the selected natural language. For informal assurance cases, a ReferencedClaim
element can be used, which only contains the verbalization of the claim in a natural language.

12.3.2 ReferencedClaim

ReferencedClaim is an element of meaning that represents an informal assertion about the state of affairs in the subject
area about which an assurance case is developed. ReferencedClaim can be linked to a Claim element of the
Argumentation part of an assurance case.

Superclass

FormalAssertion

Associations

e claim:Argumentation::Claim[0..1]
A link to a Claim element in the Argumentation part of an assurance case (if available).

Semantics — TElGG

ReferencedClaim is an element of meaning that states an assertion about a subject area of an assurance case.
ReferencedClaim represents the claim as prose in a selected natural language (formal or informal), without identifying its
structure. ReferencedClaim element can represent informal claims (claims not linked to any formal definition of its
meaning, such as an ontology developed by some community of meaning) or unstructured claims (where the subjects are
not identified).

Usually claims assert existence of a formally defined relationship between several individual subjects and involve several
objects bound to specific roles. An Assertion element can be used to capture this structure of a claim in a more formal
way. In particular, Assertion element can link the proposition to an external vocabulary or ontology that defines the exact
meaning of the proposition, as well as the exact subjects of the proposition.

12.3.3 RoleBinding

A claim usually states existence of a relationship between several individual domain objects and involves several subjects
bound to specific roles. RoleBinding element is used to capture this structure of a claim in a more formal way in the
context of an Assurance element representing the claim.
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Superclass

UtilityElement

Attributes

e role:String
Name of the Role in the fact type to which an object is bound.

Associations

e subject:FormalObject[0..1]
FormalObject that is bound to this Role.

Semantics ~— instance

RoleBinding ebjeet is owned by an Assertion object that provides the context, including the definitions of roles and the
types of domain objects that can be bound to each role. The formal definition of the relationship represented by an
Assertion element is provided by a reference to an external ontology, which can be either an SBVR vocabulary or an
OWL ontology. This definition shall at a minimum include the definition of roles, to which the RoleBinding elements
shall conform. In particular, the ‘role’ attribute of a RoleBinding shall correspond to a particular role in the formal
definition of a relationship. Further, for each role contained in the formal definition of the relationship there shall be
exactly one RoleBinding element, in which the ‘role’ attribute matches the name of the role and the subject matches the
allowed type of subject for that role.

SACM allows incremental construction of the conceptual model underlying an assurance case, therefore it allows
temporarily unbound roles. A completed Body of Evidence accompanying an Assurance Case shall meet the condition

that all RoleBinding elements have the corresponding subject of appropriate type.
g p g i) pprop yp /~ asserts

SACM provides a built-in relation “IsA” between any EvidenceElement and an Object, which states the definition of an
Evidenceltem. This mechanism can be used to build the entire formal vocabulary inside the Evidence Model, where the
external references can be reduced to a mere handful of meta-meta level concepts (in the extreme case, the only external
reference that is needed is the concept “thing,” other definitions can, at least in principle, be provided through the “IsA”
relationships internal to the Evidence Model. This approach can be used when the external formal vocabulary is not
available, and there is a need to use more unified tooling environment.

From the formal logic perspective, SACM distinguishes objects from assertions. As a consequence, in order to represent
a formal assertion about other assertions the later must be objectified, i.e., represented as a FormalObject that refers to the
original assertion using the element ObjectifiedAssertion.
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13 Evidence Properties

13.1 General N ,
(~  Property statements identify various custody,
Evidence Properties-defines provenance and timing characteristics of the evidence items and evaluations.

13.2 Custody Class Diagram

The Custody Class Diagram represents various statements related to the Custody of an EvidenceElement. These
statements describe the custodians of an evidence element, the locations associated with various events in the lifecycle of
the evidence element, as well as the process by which the element was obtained.

EvidenceElement +custedy | CustodyProperty
0.°
T W
.
\ \\
CareOf AtLocation ™~
UsingProcess
T
\
|
+location | 1
\ Y
| QOrganization
dd : St
+custedian | 1 ks +method \, 1
¥ 'l
Person Callecti

Figure 13.1 - Custody class diagram )
various statements related to the custody of an

13.2.1 CustodyProperty (abstract) vidence element <_st\atements
CustodyProperty is an abstract class that represents a-eustody-property-of-an-evidenee-event: Concrete custody properties

are defined by subclasses of Custod Pro erty . <
Y blf:‘l R Soncrete subcléss of CustodyProperty defines a certain statement that

Superclass  describes a characterlstic of an evidence element. The subject of the statement is the
EvidenceProperty instance of EvidenceElement that owns the CustodyProperty element.

"The CustodyProperty statement is formed by combining the owning EvidenceElement
Semantics with the objects into the sentential form determlned by the concrete subclass of the

13.2.2 CareOf
CareOf is-a—characteristic-of-an-EvideneeEvent-that-speeifies the custodian of the asseetated evidence element.

 statement identifies ( subject
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Superclass

CustodyProperty

Associations .
QEVldenceEIement

e custodian:Person[1]
Custodian of the evidence element associated with the subject EvidenceEvent.

Semantics

([~ statement asserts

CareOf 2 y ; ; : : S
represents the state of affairs that the person 1dent1fled in the custodlan attribute of the CareOf object is the custodlan of
the owner EvidenceElement object h P he e

EvideneeBvent).

13.2.3 AtlLocation :
™ statement identifies ( subject
AtLocation is-a-charaeteristic-of-an-EvidenceEvent-that-speeifies the location of the asseeiated evidence element.

Superclass

CustodyProperty

Associations

e location:Organization[1]
Location of the evidence event or the associated owner EvidenceElement.

Semantics /\ statement asserts
AtLocation elementrepresents—aproperty-of-the-owne dene amdits—as . v :
e-}emeﬂ-t—fepfesen%s-the state of affalrs that the locatlon 1dent1f1ed in locatlon attrlbute of the AtLocatlon object is the
location of the owner EvidenceElement object ¢with : So5ed : e e

Fidencelvent.

13.2.4 ingPr
3 UsingProcess — . lementidentifies

UsingProcess is—a—characteristic-ofan-EvidenceEventthatspecifies-the method by which the event was performed.
Superclass

CustodyProperty

Associations

¢ method:CollectionMethod[1]
CollectionMethod involved at the owner EvidenceEvent

< EvidenceElement

Semantics f\ statement asserts

UsingProcess € ; ; § § mentrep ats the state of
affairs that the CollectlonMethod 1dent1fled in method attrlbute of the UsmgProcess obJect is the method involved at the
owner EvideneeEvent object 3 A R 1i¢ den 3

k EvidenceElement
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13.3 EvidenceEvents Class Diagram

The EvidenceEvents Class Diagram describes evidence statements related to the Events that determine the lifecycle of an
evidence element. EvidenceEvents set the context for additional timing, provenance, and custody preperties associated
with the subject evidence element. Therefore EvidenceEvents allow representing the entire Chain 6f Custody of the
evidence element. EvidenceEvents statements are owned by the subject evidence element.

statements (or clauses)

EvidenceEvent

|Evidencettoment +event
it

0.°

.\K\ e
. / . —
ls CreatedAt /! \' \\
/ \ .
\ N

lsTransferredTo
Is Acquire dAt ."f \
{

/ IsModified By

IsRevokedAt

N

lsGeneratedAt

Figure 13.2 - EvidenceEvent Class Diagram

13.3.1 EvidenceEvent (abstract)

EvidenceEvent represents statements related to the events in the lifecycle of an evidence element. The lifecycle of an
evidence element is determined by several events, such as Creation, Acquisition, or Derivation of the evidence element;
Transfer of the evidence element; Modification of the evidence element; Evaluation of the evidence element; and
Revocation of the evidence element. Semantics of concrete evidence events is defined for the subclasses of
EvidenceEvent element. An EvidenceEvent statement describes a certain characteristic of the subject evidence element.
More complex Event statements can be constructed by adding further Timing, Provenance, and Custody clauses to
EvidenceEvents of the subject evidence element. In particular, the mechanism of EvidenceEvents allows making
statements about the time-dependent characteristics of the subject evidence element, since each EvidenceEvent can be the
subject of its own timing clause. The entire chain of custody of an evidence element can be established by analyzing the
EvidenceEvents of the element. On the other hand, the Timing, Provenance, and Custody clauses of the subject evidence
element itself (EvidencePropery objects that are directly owned by the EvidenceElement object) state essential
characteristics of the EvidenceElement that do not change over time.

Statements about evidence elements can be revoked and updated statements can be made. The ModifiedBy event
statement can be used to provide record of the modification elements.

Superclass
EvidenceProperty

Semantics

EvidenceEvent represents statements related to the lifecycle events of the subject Evidenceltem. Further detail of the
event are provided by the EvidenceProperty elements owned by the EvidenceEvent. The set of EvidenceEvent owned by
an Evidenceltem establishes the chain of custody for the Evidenceltem.
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The EvidenceEvent element is an abstract class that establishes a relationship between the subject evidence item and the
particular event description with its associated characteristics, defined by a particular concrete subclass of the
EvidenceEvent element and its owned properties, such as CustodyProperty, Provenance, and TimingProperty.

13.3.2 IsAcquiredAt

IsAcquiredAt is an Evidence Event that describes an acquisition of an evidence element and thus initiates the lifecycle of
the evidence element. Other evidence events that initiate the lifecycle of evidence element are creation of an evidence
element and generation of an evidence element. Acquisition emphasizes an event at which custody is established over a
pre-existing item.

Superclass
EvidenceEvent
Semantics f\ event statement asserts
IsAcquired At elementrepresents—a—property-ef-the-ewnerEvidenceElement-objeet: quiredAtelementrepresents the
state of affairs that the owner object is acquired. IsAcquiredAt may own further preperties establishing additional details
about the acquisition event.
r(;;SGS
g\ Clause
Property Meanilhg Verbalization
AtTime Time y;f the acquisition Element is acquired at time
EffectiveTime N/A
CreatedBy N/A/
PerformedBy Th,é stakeholder who acquired the evidence element Element is acquired by stakeholder
ApprovedBy The person or organization who approved the acquisition. | Acquisition of element is approved by
stakeholder
OwnedBy rganization which executed acquisition of the evidence Element is owned by stakeholder
element and has custody of the evidence element.
CareOf The custodian of the evidence element within the owner Person is custodian of element
organization.
AtLocation The location of the evidence document at which it was Element is acquired at location
acquired.
UsingProcess he reference to a CollectionMethod object that provides a | Element is acquired using method
finition of the process involved in the acquisition.

Multiple clauses can be combined into compound statements, for
example, "Person became custodian of element attime"

IsCreatedAt is an Evidence Event that describes creation of an evidence element and thus initiates the lifecycle of the
evidence element. Other evidence events that initiate the lifecycle of evidence element are acquisition of an evidence
element and generation of an evidence element. Creation emphasizes an event by which a primary evidence item comes
to existence. Generation emphasizes event by which a secondary (derived) evidence element comes to existence.

13.3.3 IsCreatedA
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Superclass
EvidenceEvent
Semantics f event statement asserts

IsCreated At elementrep ; d p 3 the state
of affairs that the owner object is created. This usually applied to primary evidence elements. IsCreatedAt may own
further prepetties establishing additional details about the creation event. >

—

Clause/7 clauses
Property Meaning / Verbalization
AtTime Time of creation Element is created at time
EffectiveTime Effective time of the evidence elem%_//
CreatedBy N/A /
PerformedBy The source of the evidence efement Element is created by stakeholder

ApprovedBy The person or organiza?/ who approved the creation of Creation of element is approved by

the evidence element. stakeholder
OwnedBy Organization whichCreated the evidence element. Element is owned by stakeholder
CareOf The custodian of/Ae evidence element within the owner Person is custodian of element
organization.
AtLocation The location of/ the evidence document at which it was Element is created at location

created; this lqgcation may be different from the location of
the organizatipn that created the event.

UsingProcess The referencefto a CollectionMethod object that provides a | Element is created using method
definition of the process involved in the creation of the
document.

N Multiple clauses can be combined into compound statements, for
example, "Element was created by stakeholder attime using method"

IsTransferedTo is an Evidence Event that describes a transfer of an already established evidence element and thus

continues the lifecycle of the evidence element. Transfer emphasized change of custody.

13.3.4 IsTransferredTo

Superclass

EvidenceEvent

Semantics ( event statement asserts

IsTransferedTo etemesn cpresentsaproperty-oi-the-ownerEvidenceElement-objectTsTransteredTo-clementrepresents
the state of affairs that the owner object is transferred to a different custody. IsTransferedTo element may own further
properties establishing additional details about the transfer event.

L clauses

Multiple clauses can be combined into compound statements, for
example, "Element was transferred to location at time by stakeholder"
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( Clause

Property Meaning Verbalization

AtTime Time of the transfer Element is transferred at time

EffectiveTime N/A

CreatedBy N/A

PerformedBy The stakeholder who transferred the evidence element | Element is transferred by stakeholder

ApprovedBy The person or organization who approved the transfer | Transfer of element is approved by
of the evidence element. stakeholder

OwnedBy Organization which established custody over the Element is owned by stakeholder

evidence element.

CareOf The custodian of the evidence element. Person is custodian of element

AtLocation The new location of the evidence document after the | Element is transferred to location
transfer; this location may be the same as the location
of the organization that took custody of the document,
however these two locations may be different.

UsingProcess The reference to a CollectionMethod object that Element is transferred using method
provides a definition of the process involved in the
transfer of the document.

13.3.5 IsModifiedBy

IsModifiedBy is an Evidence Event that describes a modification of an evidence element throughout its lifecycle.
Modification event emphasizes changes to the original exhibit or changes in the meaning of the FormalAssertion or
EvidenceAssertion, or changes to the ProjectElement. The IsModifiedBy element can be the subject of additional Timing,
Provenance, and Custody clauses.

Superclass

EvidenceEvent

Semantics (— event statement asserts

IsModifiedBy e ¥
ob]cct—l-sMadrﬁed-Byhe-lemem-repfesems the state of affalrs that the owner object is modlfled IsModlfledBy may include

additional clauses that provide further details about the modification event. In particular, an Annotation clause can be
used to describe the nature of the modification.
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Clause

/

Property Meaning Verbalization

AtTime Time of the modification Element is modified at time

EffectiveTime N/A

CreatedBy N/A

PerformedBy The stakeholder who modified the evidence element | Element is modified by stakeholder

ApprovedBy The stakeholder who approved the modification of Modification of element is approved by
the evidence element. stakeholder

OwnedBy N/A

CareOf The custodian of the evidence element. Person is custodian of element

AtLocation The location oat which the modification of the Element is modified at location
evidence element is performed

UsingProcess The reference to a method by which the evidence Element is modified using method
element is modified

13.3.6 IsRevokedAt

IsRevokedAt is an Evidence Event that describes revocation of an already established evidence element and thus
describes the end of the lifecycle of the evidence element. Revocation of an evidence document means that the evidence
element is no longer admissible for supporting arguments while it is still available e.g., as an item in an evidence
repository. A revoked element may still remain as the subject of assertions stating evidentiary support to some claims.
Such relations may need to be evaluated and explicitly negated based on the revocation event. Revocation of an evidence
element is stronger than the end of the validation period of an evidence element.

Superclass

EvidenceEvent

Semantics
' event statement asserts
IsRevokedAt elementre €

state of affairs that the subJect has been revoked. IsRevokedAt element may be the subject of additional properties
describing further details about the revocaction event.

s the
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iCIause

Property Meaning Verbalization

AtTime Time of the revocation Element is revoked at time

EffectiveTime N/A

CreatedBy

PerformedBy The stakeholder who revoked the evidence element Element is revoked by stakeholder

ApprovedBy The person or organization who approved the Revocation of element is approved by
revocation of the evidence element. stakeholder

OwnedBy Organization which established custody over the Element is owned by stakeholder

evidence element, if applicable.

CareOf The custodian of the evidence element. Person is custodian of element
AtLocation N/A
UsingProcess The reference to a CollectionMethod object that Element is revoked using method

provides a definition of the process involved in the
revocation of the document.

13.3.7 IsGeneratedAt

IsGeneratedAt is an Evidence Event that describes generation of a derived evidence element and thus initiates the
lifecycle of the evidence element. Other evidence events that initiate the lifecycle of evidence element are acquisition of
an evidence element and creation of an evidence element. Creation emphasizes an event by which a primary evidence
item comes to existence. Generation emphasizes event by which a secondary (derived) evidence element comes to
existence. Acquisition emphasizes taking custody of a pre-existing item.

Superclass
EvidenceEvent
Semantics /\
event statement asserts
IsGeneratedAt elemen CTTESCRIS—a-pTope s-the-owne idenee ementobjeetTtsGeneratedAtelementrepresents the

state of affairs that the owner object is generated. This usually applies to primary evidence elements. IsGeneratedAt may
own further preperties establishing additional details about the creation event.

\

clauses
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Clause

provides a definition of the process involved in the

generation of the document.

Property Meaning Verbalization

AtTime Time of generation Element is generated at time

EffectiveTime Effective time of the generated evidence element

CreatedBy N/A

PerformedBy The stakeholder who generated the evidence element | Element is generated by stakeholder

ApprovedBy The person or organization who approved the Generation of element is approved by
generation of the evidence element. stakeholder

OwnedBy Organization which executed generation of the Element is owned by stakeholder
evidence element.

CareOf The custodian of the evidence element within the Person is custodian of element
owner organization.

AtLocation The location of the evidence document at which is Element is generated at location
was generated.

UsingProcess The reference to a CollectionMethod object that Element is transferred using method

13.4 Provenance Class Diagram

(— statements (or clauses to other statements)

The Provenance Class Diagram focuses on the Provenance eharaeteristies: who create the evidence element, or who
evaluated it, who approved it, and what organization owns the evidence element.

EvidenceElement

Provernance
fprovenance

YT
yau

CreatedBy

ApprovedBy

OwnedBy

PerformedBy

T
\

\
+50Urce N \

N

N0\

Stakeholder

Figure 13.3 - Provenance Class Diagram
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various statements related to the provenance of the
subject evidence element. Concrete statements are
defined by the subclasses of Provenance element.

13.4.1 Provenance (abstract) C_\

Superclass

EvidenceProperty

Semantics

13.4.2 CreatedBY _ giatoment identifies

CreatedBy elementrepresents the source of the owner object. The source can be a person or an organization, collectively

referred to as a stakeholder. ) )
Each concrete subclass of Provenance defines a certain statement that

describes a characteristic of an evidence element. The subject of the statement
is the instance of EvidenceElement that owns the Provenance element.
The Provenance statement is formed by combining the owning EvidenceElemen
Associations with the objects into the sentential form determined by the concrete subclass of
« source:Stakeholder[1]the Provenance element. See subsequent sections for detail.

The source of the owner object.

Superclass

Provenance

Semantics f— statement asserts

= e " L caA L =
PDTOP

CreatedBy sents—a ty Saues vid ; eet-orEviden by eet—Crea
elementrepresents the state of affairs that the owner object was created by the particular stakeholder, defined by
stakeholder object. Stakeholder of an evidence object can be a person or an organization.

The eharaeteristie of CreatedBy is expressed by a sentential form “Element is created by stakeholder.”

v—\
13.4.3 ApprovedBy

statement

ApprovedBy elementrepresents the supervisor of the owner object. The supervisor can be a person or an organization,
collectively referred to ag a stakeholder.

Superclass statement identifies

Provenance

Associations

e supervisor:Stakeholder[1]
The supervisor of the owner object.
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Semantics

(  statement asserts

ApprovedBy e S : i 5 i Fee Acttri objee
Appmed-By—elemem—pepﬁesents the state of affairs that the owner object has been approved by the partlcular stakeholder
defined by stakeholder object. Stakeholder of an evidence object can be a person or an organization.

The eharaeteristie of ApprovedBy is expressed by a sentential form “Element is approved by stakeholder.”

T
13.4.4 OwnedBy statement

OwnedBy elementrepresents the owner of the evidence object. The owner can be a person or an organization, collectively
referred to as a stakeholder, however in practice, the owner is usually an organization.

Superclass statement identifies
Provenance

Associations

e owner:Stakeholder[1]
The owner of the evidence object.

Semantics f\ statement asserts
OwnedBy e e 6 he 2 § ;
e-}ement—repfeseﬂ-t-s-the state of affarrs that the owner 0b_|ect (which is the technrcal term referrrng to the fact that the
OwnedBy property is owned by some object of EvidenceElement or EvidenceAttribute class) is owned by the particular
subject, defined by Stakeholder object. Stakeholder of an evidence object can be a person or an organization.

The eharaeteristie of OwnedBy is expressed by a sentential form “Element is owned by stakeholder.”

13.4.5 PerformedBy statement

PerformedBy the stakeholder who executes an evidence object. The
clause can refer to a perso@n organization, collectively referred to as a stakeholder.

Superclass statement identifies

Provenance

Associations

e  executor:Stakeholder[1]
The executor of the evidence event.

Semantics f\ statement asserts

PerformedBy e s enee ementrelate he : : s
elementrepresents the state of affarrs that the subject event is executed by the partrcular stakeholder defrned by
‘executor’ object. Executor of an evidence event can be a person or an organization.

The eharaeteristie of PerformedBy is expressed by a sentential form “Event is performed by executor.”

k—/ statement
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13.5 Timing Class Diagram [~ statements (or clauses of other statements)

The Timing Class Diagram focuses at the Timing eharaeteristies: when the evidence element was created, what is its
effective date, and until when it is valid.

EvidenceEl t i
wigenceciemen +iming FimingFProperty

N
N N

~

0.°

StartTime EndTime AtTime
+datetime : Datetime +datetime ; Datetime +dateTtime : Datetime
Figure 13.4 - Timing Class Diagram various statements related to the timing of the
subject evidence element. Concrete statements are
13.5.1 TimingProperty (abstract) defined by the subclasses of TimingProperty element.

TimingProperty element is an abstract class that represents

FmingProperty-element. E5ch concrete subclass of TimingProperty defines a certain statement that
Superclass describes a characteristic of an evidence element. The subject of the statement
is the instance of EvidenceElement that owns the TimingProperty element.

The TimingProperty statement is formed by combining the owning EvidenceEler
Semantics with the objects into the sentential form determined by the concrete subclass of
the TimingProperty element. See subsequent sections for detail.

EvidenceProperty

......

13.5.2 EffectiveTime (abstract)

EffectiveTime element represents various compound statements that involve a certain time interval during which a certain
proposition is asserted to be true (time-dependent assertions involving an “effective “time period). Specific characteristics
related to the effective time interval are defined by concrete subclasses of EffectiveTime element.

Superclass

TimingProperty
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Semantics ( statement asserts

subject durmg Wthh the subject is asserted to be effective For example in case of an EvidenceAssertion or a

FormalAssertion, this a time interval at which the corresponding statement is asserted to be true. In case
of an Evidenceltem this tes the relevant time context in which the element shall be considered.

13.5.3 StartTime \\_/

This-elementrepresents the start of the effective time interval of the owner evidence object.

statement asserts

Superclass StartTime statement identifies

EffectiveTime

Attributes

e datetime:EDate[1]
Date starting from which the owner object becomes valid.

Constraints
* One object shall not own more than one StartTime property.

*  When object owns StartTime and EndTime, the datetime of the StartTime property shall be earlier than or equal to the
datetime of the EndTime property.

Semantics
[ statement asserts

StartTime e : erEx eeRt-ebieete el RS -
elementrepresents the state of affalrs that the owner ob_|ect is valid startmg from the datetlme stated by the StartTlme

property.
13.5.4 E"dT'me/ EndTime statement identifies
Fhis-element represents the end of the effective time interval of the owner evidence object.

Superclass
EffectiveTime

Attributes

e datetime:EDate[1]
Date after which the owner object ceases to be valid.

Constraints

¢ One object shall not own more than one EndTime property.

*  When object owns StartTime and EndTime, the datetime of the EndTime property shall be later than or equal to the
datetime of the StartTime property.
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Semantics
/— statement asserts

EndTime efemrentrepresentsaproperty of theowner EvidenceEtermentobject or EvidenceAttribute object—Emd Timme
elementrepresents the state of affairs that the owner object is not valid after from the datetime stated by the EndTime

property.

13.5.5 AtTime

This-elementrepresents the time stamp for the owner evidence object. The context for the timestamp is given by the

owner object. \\

Superclass

AtTime statement identifies

TimingProperty

Attributes
e datetime:EDate[1]
The timestamp associated with the owner object.
Semantics
f— statement asserts
AtTime etementrepresentsaproperty of theowner EvidenceEfementobject or EvidenceAttributeobject—AtFimecterment

represents the state of affairs that involves an association between the owner object and the datetime stated by the AtTime
property.
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14 Evidence Evaluation

14.1 General

Evaluation of Evidence involves making certain assertions about evidence items and their relations to the subject area
claims. Evidence Assertions are defined within the Evidence Metamodel and include the following categories:

* Properties of Documents as they are related to the quality of the evidentiary support that may be offered by these
documents, such as Primary or secondary document, original or derived document, Consistency, Completeness,
Accuracy of the document. These properties are independent on an assurance case for which the evidence is collected.

* Attributes of the evidentiary support, such as Direct or indirect, Relevance, Confidence, Strength, and Significance.
* Interpretation of Evidence: what an evidence item “Is” what it “means.”

* Nature of evidentiary support: Supports, Challenges.

* Observations and Resolutions.

¢ Standard of Proof to which evidence is evaluated.

14.2 Evidence Relations Class Diagram

The Evidence Relations Class Diagram provides elements that represent statements of evidentiary support relations
between an Evidenceltem, such as an Exhibit and a FormalAssertion.

EvidenceEvaluation

EvidenceRelation

+assartion

+subject _— 0.* TR
— ) \‘ 0.° M FormalAssertion

Evidenceltern 1 \ +content : String

Abstract class EvidenceEvaluation has been

- m o introduced earlifer in sect_ion 10.2 .
EvidenceAssertions during the overview of the

Evidence Metamodel. Instances of EvidenceRelation

Figure 14.1 - EvidenceRelations Class Diagram are owned directly by EvidenceContainer

(see section 15 Administration)

14.2.1 EvidenceRelation (abstract)

EvidenceRelation is an abstract class that represents relation between one Evidenceltem and one
FormalAssertion element. Concrete nature of these relations is defined by the subclasses of the EvidenceRelation element.

various statements of evidentiary support

Structured Assurance Case Metamodel, v1.0 81


Martin, Robert A.


Martin, Robert A.


Martin, Robert A.



Superclass

EvidenceEvaluation

Associations / instance

-support —
e subject:Evidenceltem[1]
The Evidenceltem ebjeet, such as an Exhibit or a Document that is the-Subject of an evidentiary relation

to a FormalAssertion object such as a ReferencedClaim.

¢ assertion:FormalAssertion[1]
FormalAssertion ebjeet that receives an evidentiary relation from the Evidenceltem object.

k

¢ FormalAssertion shall not receive evidence relation from self.

Constraints instance

Semantics

EvidenceRelation is a unit of information generated during evidence evaluation. It represents a relationship between an
Evidenceltem and FormalAssertion objects that is asserted during the evidence evaluation.

14.2.2 Supports
~ statement
Supports element represents an evidence relation between one Evidenceltem and one FormalAssertion element where the

Evidenceltem confers evidentiary support to the FormalAssertion.

Superclass

EvidenceRelation
Semantics _— statement is asserted

Supports relation—is—generated during evidence evaluation. It represents a relationship between an Evidenceltem and
FormalAssertion objects where the Evidenceltem confers evidentiary support on the claim represented by
FormalAssertion. This relationship is verbalized as: “Evidenceltem supports FormalAssertion.”

14.2.3 Challenges
~ — statement

Challenges element represents an evidence relation between one Evidenceltem and one FormalAssertion element where
the Evidenceltem challenges the validity of the FormalAssertion.

Superclass

EvidenceRelation

Semantics o statement is asserted

Challenges relation-is—generated during evidence evaluation. It represents a relationship between an Evidenceltem and
FormalAssertion objects where the Evidenceltem is the so-called counter evidence to the claim represented by the
Formal Assertion object, i.e., the Evidenceltem challeges the validity of the domain claim represented by the
FormalAssertion. This relationship is verbalized as: “Evidenceltem challenges FormalAssertion.”
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circumstantial evidence as it is often called) requires introduction of other pieces of information to complete a statement.
Direct evidence has more weight than indirect. Whenever additional records are drawn to supply missing information
there is a chance for error. Because of that, less weight is assigned to indirect evidence.

Support m statement
* “Evidenceltem directly supports FormalAssertion.”
e “Evidenceltem indirectly supports FormalAssertion.”
* “Evidenceltem directly challenges FormalAssertion.”

* “Evidenceltem indirectly challenges FormalAssertion.”

14.3.2 SupportLevel (enumeration)

SupportLevel enumeration specifies the support level.

Literals

e unknown
The directness is unknown.

e indirect
Evidence relation provides indirect support the Assertion.

e direct
Evidence relation provides direct support the Assertion.

14.3.3 Reporting
_~~ —— statement

Reporting element represents a characteristic of the evidence relations that is asserted during the course of evaluation and
that refers to the reporting level of the relationship - primary or secondary reporting - provided by evidence item to the
corresponding claim.

Superclass
EvidenceAttribute

Attributes

*  value:ReportingLevel
Reporting level of the evidence relation, such as secondary or primary.

Constaints

* Reporting element shall not be owned by elements other than EvidenceRelation.

Semantics

Reporting level is an asserted characteristic that potentially can be disputed. Reporting level attribute-adds—a—equality-
medifierto-the EvidenceRelation—This—eharaeteristie refers to the quality of information provided as evidence. For
example, the record is primary if it was made at or near the time of the event, by someone in a position to know firsthand
(such as an eyewitness). Alternatively, a record is considered primary if it was made in writing by an officer charged by
law, canon, or bylaws with creating an accurate record. Primary information carries more weight than secondary
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statement

information. Various comimunities disagree on whether primary information remains primary when copied. For example,
the legal community gtates that a primary record becomes secondary when copied. Other communities focus on the
information rather thlan the record, from which standpoint the primary information remains primary when copied.

Reporting eharaeteristie is verbalized as follows: “Evidenceltem is a primary record of FormalAssertion,”
“Evidenceltem is a secondary record of FormalAssertion.”

14.3.4 ReportingLevel (enumeration)

Reportinglevel enumeration specifies the reporting levels.

Literals

* unknown
The level of reporting is unknown.

e secondary
Evidenceltem is a secondary record of FormalAssertion.

*  primary

Evidenceltem is a primary record of FormalAssertion.

14.3.5 Accuraflfx_/ﬁ statement

Accuracy element fepresents characteristic of evidence relations that is asserted during the course of evaluation and that
refers to the perceived accuracy of the information contained in the document. This characteristic refers to the level of
trust the evaluator confers to the information contained in the document. Accuracy of the information affects the strength
of evidentiary support this document provides. The Evidence Metamodel defines 5 levels of accuracy.

Superclass

DocumentAttribute

Attributes
e value: Level

Accuracy level of the Document, such as improbable, doubtful, possible, probable, confirmed.

14.3.6 AccuracylLevel (enumeration)

The AccuracyLevel enumeration class defines accuracy levels.

Literals

e unknown
Accuracy level is unknown.

e improbable
The information is improbable.

e doubtful
The information is doubtful.

e possible
The information is possible.
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e probable
The information is probable.

e confirmed
The information is confirmed.

14.3.7 ConfideV StlCmEn

Confidence element represents a characteristic of the evidence relations that is asserted during the course of evaluation
and that refers to the confidence level of the relationship - whether information is reported as uncertain, plausible, or as a
fact. Confidence affects the strength of evidentiary support provided by evidence item to the corresponding claim.

Superclass

EvidenceAttribute

Attributes

e value:ConfidenceLevel
Confidence level of the evidence relationship, such as reported AsUncertain, reportedAsPlausible, reported AsFact.

Semantics

Confidence element is owned by EvidenceEvaluation as appropriate. Confidence characteristic is owned by
EvidenceEvaluation object as appropriate. Each subclass of EvidenceEvaluation defines specific constraints regarding the
meaning of Confidence in this context. Relevance is an asserted characteristic that potentially can be disputed as opposed
to EvidenceProperty, which represents fundamental properties of the EvidenceElement, and AdministrativeElement.
Confidence element-ineludes-the-relevanee level.

. ~— " statementasserts the confidence
14.3.8 ConfidencelLevel (enumeration)

The ConfidencelLevel enumeration class defines confidence levels.

Literals

* unknown
Accuracy level is unknown.

e reportedAsUncertain
The information is reported as uncertain.

e reportedAsPlausible
The information is reported as plausible.

e reportedAsFact
The information is reported as Fact.

14.3.9 Significance statement

Significance element represents a characteristic of the evidence relations that is asserted during the course of evaluation
and that refers to the significance level of the relationship - whether information that is reported as indirect support of the
claim is significant to establish the truth of the claim. Significance affects the strength of evidentiary support provided by
evidence item to the corresponding claim.
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Superclass

EvidenceAttribute

Attributes

e value:Level
Significance level, such as low, mediumLow, medium, mediumHigh, or high.

14.3.10 Relevance  _..:ont

Relevance element represents a characteristic of the evidence relations that is asserted during the course of evaluation and
that refers to the relevance level of the relationship - whether information that is reported as indirect support of the claim
is relevant to establish the truth of the claim. Relevance affects the strength of evidentiary support provided by evidence
item to the corresponding claim.

Superclass

EvidenceAttribute

Attributes

e value:Level
Relevance level, such as low, mediumLow, medium, mediumHigh, or high.

14.3.11 Level (enumeration)

Level enumeration provides generic 5-level qualitative measure. Level enumeration is utilized to evaluate relevance and
significance of evidentiary support.
Literals

e unknown
The level is unknown.

e Jow
The level is low.

¢  mediumLow
The level is medium low.

¢  medium
The level is medium.

* mediumHigh

The level is medium high.
* high

The level is high.

14.3.12 Strength 110 ment

Strength element represents characteristic of the evidence relations that is asserted during the course of evaluation and
that refers to the reporting level of the relationship - the strength of the support relation - provided by evidence item to the
corresponding claim.
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Superclass
EvidenceAttribute

Attributes

e value:Integer
The strength of support: 0 to 100

Constraints

» Strength value shall be an integer value that is greater than or equal to 0 and less than or equal to 100.

Semantics statement

Strength is an asserted characterjstic that potentially can be disputed. Strength-attribute-adds—a—ualitymodifierto-the-
EvideneceRelation—TFhis charagteristic refers to the quality of information provided as evidence. Strength can be a primary

characteristic provided durirfg the evaluation, or can be derived from other qualitative characteristics.

Strength eharaeteristie is verbalized as follows: “Evidenceltem supports FormalAssertion with strength 50,”
“Evidenceltem challenges FormalAssertion with strength 10.”

14.3.13ExtendedEvidenceAttribute

ExtendedEvidenceAttribute element represents a user-defined characteristic of the evidence relations that is asserted
during the course of evaluation.

Superclass

EvidenceAttribute
Constraints
ExtendedEvidenceAttribute element shall own at least one TaggedValue describing the meaning of the element.

Semantics

ExtendedEvidenceAttribute is a user-defined characteristic. Its meaning is represented by the key-value pair of the
corresponding TaggedValue element.

ExtendedEvidenceAttribute characteristic cannot be verbalized using the standard vocabulary of the Structured Assurance
Case Metamodel. However, the key and value pair may be carefully named to result in meaningful verbalizations for the
targeted community in the selected language.

14.4 Evidencelnterpretation Class Diagram

The Evidencelnterpretation Class Diagram defines several EvidenceEvaluation elements that allow assertions regarding
the interpretation of EvidenceElements.
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14.4.2 IsA

IsA statement represents a fundamental relation between one EvidenceElement and one FormalElement which defines the
general concept for the subject EvidenceElement. The actual concept can be given by reference to an external formal
vocabulary or ontology. The following statements are examples of IsA statements:

e “This metric is a McCabe’s Cyclomatic Complexity Metric.”
* “This report is a penetration testing report.”

Superclass

Evidencelnterpretation

Associations

e definition:FormalElement[1]
The formal FormalElement that is the general concept of the subject of the relation.

Constraints

¢ The subject of the IsA relation shall not be its definition.

Semantics
-~ " statement
The IsA element assgrts a state of affairs that the EvidenceElement, identified as the subject element of the IsScopedBy

element, has a geng¢ral concept represented by the FormalElement that is identified as the definition of the IsA element.

This eharaeteristie is verbalized as follows: “EvidenceElement is a FormalElement.”

14.4.3 MeansThat
__—— statement represents

MeansThat represents a fundamental relation between one EvidenceElement and one FormalAssertion element which
defines the meaning of the source EvidenceElement. The actual assertion is given by reference to an external formal
vocabulary or ontology. The Evidence Metamodel limits the scope of meaning to a single fact type instance. Alternatively
an informal ReferencedClaim can be used. The following statements are examples of Means:

e “This metric means that the quality of the system is medium-low.”
* “This report means that the preliminary hazard list has been identified correctly.”
Superclass

Evidencelnterpretation

Associations

* meaning:FormalAssertion[1]
FormalAssertion element

Constraints

* The subject of the MeansThat relation shall not be its meaning.
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Semantics r statement

The MeansThat asserts a state of affairs that the EvidenceElement, identified as the ‘subject’ of the MeansThat
element, has meaningAepresented by the FormalAssertion that is identified as the ‘meaning’ of the MeansThat element.

This eharaeteristie is verbalized as follows: “EvidenceElement means that FormalAssertion is true.”

14.4.4 IsCharacterizedBy
___——— statement represents

IsCharacterizedBy represents a relation between one EvidenceElement and one FormalAssertion element that defines a
characteristic of the subject EvidenceElement. The actual fact type is given by reference to an external formal vocabulary
or ontology. The following statements are examples of IsCharacterizedBy:

* “This metric is characterized by its accuracy being confirmed,” or alternatively,

* “The accuracy of this metric is confirmed.”
Superclass
Evidencelnterpretation

Associations

e assertion:FormalAssertion[1]
The FormalAssertion that characterizes the subject EvidenceElement.

Semantics o statement

The IsCharacterizedBy element asgerts a state of affairs that the EvidenceElement, identified as the ‘subject’ of the
IsCharacterizedBy element, is chagacterized by an assertion, in which the subject is bound to one of the roles, and which
is represented by the FormalAsseption that is identified as the ‘assertion’ of the IsCharacterizedBy element.

This eharaeteristie is verbalized as follows: “EvidenceElement is characterized by FormalAssertion.”

14.4.5 IsScopedBy

IsScopedBy statement represents a relation between one EvidenceElement and one FormalElement that defines the scope
of the subject EvidenceElement. The actual concept is given by reference to an external formal vocabulary or an ontology.
The following statements are example of IsScopedBy: “This metric is scoped by the client subsystem.”

Superclass
Evidencelnterpretation

Associations

e scope:FormalElement[1]
The FormalElement that is the scope of the subject of the relation.

Constraints

* The subject of the IsScopedBy relation shall not be its scope.
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Semantics

statement
“Scope” is defingd as the afea covered by a given activity or subject, which can be interpreted in either physical or logical
sense. The IsScppedBy element asserts a state of affairs that the EvidenceElement, identified as the ‘subject’ of the
IsScopedBy element, is delimited by the FormalElement that is identified as the ‘scope’ of the IsScopedBy element. The
FormalElemen{ may represent an individual concept, an abstract concept or an assertion.

This eharaeteristie is verbalized as follows: “EvidenceElement is scoped by FormalElement.”

14.4.6 ProvidesContext

ProvidesContext that a certain evidence element provides a context for the

interpretation of another evidence element. &
Superclass statement asserts

Evidencelnterpretation

Associations

e context:EvidenceElement[1]
The element that is asserted to represent the context for the subject.

Semantics /\ s —

ProvidesContext element establishes a relationship between two evidence elements where the ‘context’ evidence element
(usually an EvidenceGroup) provides a context for the ‘subject’ evidence element (usually a FormalAssertion, or an
EvidenceAssertion). A 'context' is defined as the set of evidence elements (including evidence items, evidence assertions,
and even project elements) that are important for understanding of the ‘subject’ evidence element. The concept of a
context is more informal than the related concept of ‘scope’ (see ‘IsScopedBy’ assertion).

14.5 Evidence Observations Class Diagram

The EvidenceObservations Class Diagram defines several EvidenceEvaluation elements that allow assertions regarding
the dependencies between EvidenceRelation elements or conflicts between FormalAssertions.
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Abstract class EvidenceEvaluation has been

introduced earlier in section 10.2

EvidenceAssertions during the overview of the
Evidence Metamodel. Instances of EvidenceObservation
are owned directly by EvidenceContainer (see

section 15 Administration)

EvidenceEvaluation

Pa ﬁ\ yd 1 ‘ +subject
A\ % ' / !
+subject,~” e \ EvidenceRelation
1 \, / \
o Contributes
FormalAssertion Conflicts rolation 71
+content ; String =T FX T 1
rt,. N \/ / \\
+assertion ™ / \
. J \
f‘"‘} \
/ N
Weakens Amplifies

Figure 14.4 - EvidenceObservations Class Diagram

14.5.1 EvidenceObservation (abiﬂaﬂ/ represents various statements that assert

EvidenceObservation is-an-abstract-elass-that-asserts existence of a dependency between two evidence relgtions or conflict
between two domain assertions. These conflicts need to be further addressed during the rest of the evidénce evaluation
process.

Superclass

EvidenceEvaluation

Semantics ' statement

The EvidenceObservation element asserts existence of a conflict in evidentiar
EvidenceObservation element define] the exact nature of the conflict.

upport. The concrete subclasses of the

14.5.2 Conflicts

Conflicts element asserts existence of a conflict between two domain assertions. For example, one may assert that the
claim that “Bob is married to Alice” conflicts the claim that “Bob is single” and conflicts the claim that “Bob is married
to Eve.” These conflicts need to be further addressed during the rest of the evidence evaluation process.

Superclass

EvidenceObservation

Associations

e  subject: FormalAssertion[1]
The subject FormalAssertion

e assertion: FormalAssertion[1]
The object Formal Assertion
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statement
Semantics f

The Conflicts element asserts|a statg of affairs that the FormalAssertion-1, identified as the assertionl of the Conflicts
element, is in conflict with FormalAlssertion that is identified as the assertion2 of the Conflicts element. Conflict here is
defined as a state of doubt thgt botl assertions can be true at the same time. The conflict needs to be resolved by
clarifying the meaning of th€ asseytions, negating or refuting the supporting evidence to one of the assertions, etc.

as follows: “FormalAssertion-1 conflicts FormalAssertion-2”

14.5.3 Contribytes (abstract)

Contributes element asserts dependency between two EvidenceRelation elements. For example, let’s assume the following
evidentiary relationships:

Exhibit A supports (referenced) claim that "Bob is married to Alice"

Exhibit A challenges claim "Bob is single"

We can observe that the claim "Bob is married to Alice" conflicts with the claim "Bob is single"
Let’s further assume the following evidentiary relationship:

Exhibit C supports claim Exhibit A is likely a forgery

We can observe that:

The evidence assertion Exhibit C supports claim "Exhibit A is likely a forgery" weakens support given by the Exhibit
A 1o the claim "Bob is married to Alice"

At the same time we do not directly assert that:

Exhibit C challenges the claim "Bob is married to Alice"

Evidence observations help capture dependencies between related claims and thus facilitate evaluation of evidence.

Superclass
EvidenceObservation

Associations

e subject: EvidenceRelation[1]
The subject EvidenceRelation

¢ relation: EvidenceRelation[1]
The object EvidenceRelation

Constraints

The subject and object EvidenceRelation elements shall not be the same.

Semantics [~ statement

The Contributes element asserts existence of a dependency in evidentiary support. The concrete subclasses of the
Contributes element define the exact nature of the dependency.
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statement

14.5.4 Weakéns

Weakens efement asserts that the subject EvidenceRelation weakens another EvidenceRelation2. This statement has a
different meaning than g statement about existence of an evidence item that (directly) challenges the FormalAssertion
involved in the EvidengeRelation2. Weakens relation may imply a conflict between the subject FormalAssertion that is
involved in the subject/ EvidenceRelation and FormalAssertion2. In that case the evidence in support of the subject
FormalAssertion is nof relevant to FormalAssertion2.

Superclass

Contributes

Semantics

The Weakens element asserts a state of affairs that the EvidenceRelation-1, identified as the ‘subject’ of the Weakens
element, weakens EvidenceRelation-2 that is identified as the ‘relation’ of the Weakness element. The Weakens statement
asserts a negative contribution made by one EvidenceEvaluation to another EvidenceEvaluation. Weakens may imply a
conflict between the ‘subject’” FormalAssertion-1 that is identified as assertion of EvidenceRelation-1 and
FormalAssertion-2 that is identified as assertion of EvidenceRelation-2.

This eharaeteristie is verbalized as follows: “Evidentiary support o FormalAssertion-1 weakens evidentiary support fo
FormalAssertion-&”, where the statement “Evidentiary support fo a FormalAssertion C1” is an objectified assertion that
there is an evidency item E1 that supports the FormalAssertion C1”.

14.5.5 Amplifies statement
P les —

Amplifies element asserts that the subject EvidenceRelation amplifies another EvidenceRelation2. This statement has a
different meaning than the statement asserting existence of an evidence item that (directly) supports the Formal Assertion2
that is involved in the EvidenceRelation2. Amplifies relation may imply a coupling between the subject FormalAssertion
and the FormalAssertion2. In that case the evidence in support of the subject FormalAssertion may be relevant to the
FormalAssertion.

Superclass

Contributes

Semantics / statement

The Amplifies element asser{s a state of affairs that the EvidenceRelation-1, identified as the subject, amplifies
EvidenceRelation-2 that is idpntified as the relation of the Amplifies element. The Amplifies statement asserts a positive
contribution made by one EvidenceEvaluation to another EvidenceEvaluation. Amplifies may imply a coupling between
FormalAssertion-1 that is idgntified as assertion of EvidenceRelation-1 and FormalAssertion-2 that is identified as
assertion of EvidenceRelatjon-2.

This eharaeteristie is verbalized as follows: “Evidentiary support 7o the subject FormalAssertion amplifies evidentiary
support fo FormalAssertion2.”

14.6 Evidence Resolutions Class Diagram

The EvidenceResolutions Class Diagram defines several EvidenceEvaluation elements that allow assertions regarding the
resolutions to EvidenceEvaluation elements for the purpose of explaining the conflicts between FormalAssertions. The
Evidence Metamodel provides three options: Negate EvidenceRelation, Refute a FormalAssertion, and Resolve
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EvidenceObservation (which implies existence of conflicting claims). The purpose of EvidenceResolutions is to provide
necessary clarifications explaining the existence of counterevidence to the key domain claims. At the end of evidence
evaluation EvidenceResolutions should build a clear picture showing that the preponderance of evidence to the required

domain claims in case of real conflicts, and resolving the conflicts that are determined by imprecise formulation of claims
and incorrect interpretation of evidence.

Abstract class EvidenceEvaluation has been
introduced earlier in section 10.2

x EvidenceAssertions during the overview of the
| Evidence Metamodel. Instances of

EvidenceEvaluation

Evjsansafiasoirtion EvidenceResolution are owned directly by
et __— R EvidenceContainer (see section 15 Administration)
EvidenceElement ﬁ""_ .;‘f \\ “-x
,".tl' N -—‘-------_" Resolves
/ Refutes
Negates ‘\
T ‘
‘ "4‘
+glemen I‘ + clcmcntlj + clcm':l"'(“\1
- \
EvidenceRelation i - i EvidenceObservation

+content ; String

Figure 14.5 - EvidenceResolutions Class Diagram
14.6.1 EvidenceResolution (abstract)

EvidenceResolution represents statements that assert resolution to the conflicts between two evidence assertions gither
directly or indirectly by refuting some evidence assertion or negating some evidence relation.

Superclass

EvidenceEvaluation

Associations

* subject:EvidenceElement[1]

The subjectevidence element for the resolution, i.e., the evidence element negates, resoles, or refutes otlfer evidence
elements.

Constraints
* The EvidenceElement that is resolved by the EvidenceResolution (as defined by one of the co

EvidenceResolution class) shall not be a member of the context either directly or indirectl
other contexts.

rete subclasses of the
rough membership in

Semantics [~ statement

The EvidenceResolution element asserts resolution of a conflict in evidentiary-Support. The concrete subclasses of the
EvidenceResolution element define the exact nature of the resolution.
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14.6.2 Negates

Negates element asserts negation of an EvidenceRelation. For example, one may want to assert that “there is insufficient
evidence to support the fact that the weakness in line 256 can be exploited by an outside attacker.” Negation indirectly
refutes the ForlnalAssertion by claiming that the evidentiary support to the FormalAssertion is indirect, weak, unreliable,
not coming from\gredible sources.

Superclass

EvidenceEvaluation

. statement
Associations

¢ clement:EvidenceRelation[1]
The EvidenceRelation bet

Semantics

The Negates element asserts negation of evidentiary support to a certain FormalAssertion. ThaRationale element that is
owned by the Negates object provides a readable explanation to the negation. The context property may refer to a
particular set of EvidenceAttribute or Document that describes the context for negation. Negates element addresses the
existing evidentiary support to a certain FormalAssertion.

14.6.3 Refutes

Refutes asserts direct refutation of a FormalAssertion. For example, one may want to assert that “the weakness in
line 256 cannpt be exploited by an outside attacker because of the existence of proper architecture controls.” Refutes
element asserts™direct refutation of a FormalAssertion. Context of the refutation is important, because the conflicting
claims\with strong evidgntiary support need to de identified.

Superclass

EvidenceEvaluation

. . statement
Associations

¢ element:FormalAssertion[1]
The FormalAssertion be#rg refuted.

Semantics

The Refutes element asserts direct refutation of a certain FormalAssertion. The Rationale element that is owned by the
Refutes object provides a readable explanation to the refutation. The context property may refer to a particular set of
EvidenceAttribute or Document that describe the context for refutation. Refutes element emphasizes the claims with
strong evidentiary support conflicting to the FormalAssertion being refuted.

14.6.4 Resolves

Resolves element asserts resolution of a conflict between two FormalAssertions. For example, one may want to assert that
“the fact that [Bob is married to Alice is not in conflict with the fact that Bob is single because they refer to non-

overlapping time intervals.” Resolves element asserts resolution to a conflict between two FormalAssertions. Context of
the resolution|is important, because the precise interpretation of the seemingly conflicting claims with strong evidentiary
support need t§ de identified.

statement
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Superclass
statement

EvidenceEvaluation

Associations

¢ eclement:EvidenceObservagon[1]
The EvidenceObsepfation being resolved (usually a Conflicts relation between two FormalAssertions).

Semantics

The Resolves element asserts resolution of a conflict between two FormalAssertions. The Rationale element that is owned
by the Resolves object provides a readable explanation to the resolution. The context property may refer to a particular set
of EvidenceAttribute or Evidencelnterpretation that describe the context for resolution. Resolves element emphasizes the
claims with strong evidentiary support are not conflicting after precise interpretation.
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15 Administration

15.1 General evidence assertions

This clause describes the elements of the SACM E)élence Metamodel that are involved in managing evidence,
exchanging units of evidence, and related eeneerns. The elements described in this clause organize instances on Evidence
Metamodel, which can be referred to as an Evidence Model. In particular, this clause defines the root object of Evidence
Models - the EvidenceContainer. This element contains other objects in an evidence project and constitutes a unit of
exchange using the Evidence Metamodel as the protocol.

15.2 Project Class Diagram

Evidenceltern
e~ ModelElement
. —
f'rteFFf\, +id . String
T

~ |

T |
EvidenceContainer

ProjectElement

+element |+name : String

+name : String s contant : Strin
+gid : String f—5 - : String

+version : String

+evaluation |
EvidenceEvaluation |e———"

0.*

W
™
\
\
\.\
O
™,

+property ™\ +property |0.."
ProjectProperty

Figure 15.1 - Project Class Diagram

15.2.1 ProjectElement (abstract)

ProjectElement represents the auxiliary elements of the Evidence Metamodel that are involved in the statements related to
managing evidence collection, interpretation, evaluation, and exchange processes.

Superclass
EvidenceElement

Attributes

*  name:String
Name of the ProjectElement.

e content:String
Statement in a selected language that is the description of the content of the element.
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Associations

e property:ProjectProperty[0..*]
Properties of the ProjectElement - zero or more predicates to the main clause in which the current
element is the subject.

Semantics _———— statements associated with

The preperties—of a ProjectElement make assertions regarding the current element (use the current element as the subject
of the corresponding clauses). Therefore, the following prepetrties—for a ProjectElement can be readily interpreted in the

above way:
L——elements owned by
* DependsOn when a subject element is an Activity (for example, verbalized as “Activity A2 depends on Activity A1”).

* HasRoleln when the subject element is a Stakeholder (for example, verbalized as “Bob is president of organization
SupplierCorporation”).

» Satisfies when a subject element is an Activity (for example, verbalized as “Activity A2 satisfies project objective
Perform Search™).

All ProjectProperties clauses directly owned by a ProjectElement shall be interpreted with the ProjectElement as the main
subject. For example, “Person Researcher depends on activity Perform Search and satisfies project objective Find
evidence.”

15.2.2 EvidenceContainer

EvidenceContainer element is the root object of the SACM Evidence Metamodel instances. This object owns
Evidenceltem, and EvidenceEvaluation elements, as well as other ProjectElement related to the processes of evidence
identification, collection, interpretation, evaluation, and management.

Superclass

EvidenceElement

Attributes

*  name:
String name of the EvidenceContainer.

e gid:
String Globally unique identifier of the EvidenceContainer.

e version:
String version of the EvidenceContainer.

Association

e item:Evidenceltem[0..*]
List of evidence items.

e evaluation:EvidenceEvaluation[0..*]
List of evaluations.

¢ clement:ProjectElement[0..*]
List project elements (objectives, activities, requests, methods, stakeholders).
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e property:ProjectProperty[0..*]
List of project property clauses.

Constraints

* EvidenceContainer shall not be the object of the requiresContainer relation owned by the EvidenceContainer, either
directly or indirectly through requiresContainer of other EvidenceContainers.

* Any EvidenceContainer that is the object of the requiresContainer relation shall be available for exchange.

e [Completeness of the evidence container with respect to required evidence containers]
Any Element that is referenced by any of the Elements defined in the package (i.e., that are members of the lists item,
evaluation, or element of the EvidenceContainer) shall be defined also in the EvidenceContaienr or in one of the
EvidenceContainers that are referred to as objects of the requiresContainer relation either directly or indirectly. An
Element is referenced if it is an object of an EvidenceProperty or an EvidenceEvaluation.

e EvidenceProperty, EvidenceEvaluation, EvidenceRequest, EvidenceAction, ProjectObjective elements shall not be
referenced across evidence containers.

Semantics statements associated with

EvidencePackage eleaént is the root object of an instance of the Evidence Metamodel (which can be referred to as
Evidence Model) /A single EvidenceContainer is a unit of exchange of evidence information. All Elements defined in an
EvidenceContajfier are exchanged together as part of the EvidenceContainer. Elements that are referenced shall be either
present in the EvidenceContainer or in one of the EvidenceContainers that is specified as required for the
EvidenceConfainer. The Evidence Metamodel does not require completeness of the closure of all required packages.

The properties—of the EvidenceContainer element make assertions regarding the current container (use the current
container as the subject of the corresponding clauses). Therefore, the following preperties—for an EvidenceContainer can

be readily interpreted in the above way: N elements owned by

* RequiresContainer (for example, verbalized as “the EvidenceContainer requires EvidenceContainer X1”).

* ContainerConsistency (for example, verbalized as “elements of the EvidenceContainer are interpreted formally”).

¢ ContainerCompleteness (for example, verbalized as “the EvidenceContainer is in draft state”).

e CompliesTo (for example, verbalized as “the EvidenceContainer complies to Resolved Counter Evidence proof
standard”).

All ProjectProperties clauses directly owned by an EvidenceContainer shall be interpreted with the EvidenceContainer as
the main subject. For example, “the EvidenceContainer depends on evidentiary support rendered by Exhibit E1 fo Claim
Testing is completed.”

15.3 ProjectElements Class Diagram

ProjectElements Class Diagram defines several auxiliary elements that are used in various statements as predicate clauses
for some main clause #—which-the-stbjeet: is some evidence element. The elements defined at this class diagram are
collectively referred to as the project elements. They are required to express various evidence statements related to
evidence collection, evaluation, and evidence management.
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Semantics statement asserts o

RequiresTool is-an-ew ; ; s a state of affairs that the tool identified as tool
attribute of the RequiresTool object owned by Service object, is required by the Service object. Further detail may be
provided through the Provenance and Timing atteibate. Multiple OwnedBy attribute specifies multiple providers of the

Service. Q
clauses

15.3.5 Method

Method element represents an evidence collection method that can be applied by a person or an organization. The scope
of a Method may be creation, acquisition, and generation of evidence elements, transfer of evidence element, revocation
of evidence elements, evaluation of evidence elements.

Superclass

CollectionMethod

Associations

e tool:RequiresTool[0..*]
Tool that is required by the method.

Semantics /’ statement asserts

RequiresTool is-an ned-prepe Methed—Thisprope epresents a state of affairs that the tool identified as tool
attribute of the Requ1resT001 obJect owned by Method object is required by the Method object. Further detail may be

provided through the Provenance and Timing atteibute. Multiple OwnedBy attribute specifies multiple providers of the
Method.

clauses
15.3.6 Tool

Tool element represents an automated evidence collection or evidence generation capability that can be licensed by a
person or an organization.

Superclass
CollectionMethod

Attibutes

e version:String[1]
Designation of the version of the tool.

15.3.7 Stakeholder (abstract)

Stakeholder is an abstract class that represents a Person or an Organization as they participate in the statements related to
evidence.

Superclass

ProjectElement
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Semantics

The Evidence Metamodel indirectly defines several roles in which stakeholders are involved in evidence statements, such
as Provenance statements and Custody statements. These roles include the “source” of an evidence item or an evidence
assertion, the “supervisor” of an evidence assertion, the “owner” of an evidence item, the ‘executor’ of an evidence event
and the “custodian” of an evidence item. This vocabulary facilitates exchange of structured statements related to evidence.
Additional roles related to the affiliation of a stakeholder in some Organization can be defined by the corresponding
community of interest. These roles can be used in HasRoleln statements and exchanged informally, as the value of the
‘role’ attribute. On the other hand, formal statements related to stakeholders and their roles can be represented using the
mechanism of Formal Statements. The fact type “stakeholder has role with respect to evidence item” can be formally
defined outside of the Evidence Metamodel and then referred to for the purpose of constructing formal statements related
to stakeholders.

15.3.8 Person

An individual that can be the source of evidence items in various roles defined by the Evidence Metamodel. A person
may be affiliated with an Organization.

Superclass

Stakeholder

Associations

e affiliation:HasRoleIn[0..1]
Affiliation of the Person with an Organization.

Semantics [\ statement asserts

HasRoleln is-an-ov , y s a state of affairs that the Person identified as
organization attribute of the HasRoleln ob_lect owned by Person object, is the organization with which the Person is
affiliated in the role 1dent1f1ed as the ‘role’ attribute of the HasRoleln object. Further detail may be provided through the
Provenance and Timing . For example, EffectiveTime preperty is added specifies the effective period of
affiliation. Person may be affiljated with multiple organizations.

clause

15.3.9 Organization clauses

An organization that can be the source of evidence items in various roles defined by the Evidence Metamodel.
Organization may be affiliated with another Organization.

Superclass
Stakeholder

Attributes

e address:String
The address of the Organization.

Associations

e affiliation:HasRoleIn[0..1]
Affiliation of the Organization with parent Organization.
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Constraints

Organization shall not be affiliated with self, either directly or indirectly.

Semantics ~— statement asserts

HasRoleln is-an-ewned : Bt y s a state of affairs that the Organization-2
identified as organization attribute of the HasRoleIn object owned by Organization-1 object, is the organization with
which the Organization-1 is affiliated in the role 1dent1fled as the ‘role’ attribute of the HasRoleln object. Further detail
may be prov1ded through the Provenance and Timing For example EffectlveTlme pfepeft-y is added specifies

clause

4 ExtendedProjectProperty

RequiresContainer | / | \ . T -E--”'"---..,_ﬁ
{ N\ ., B
/ .'I Y \ \ ContainerCompleteness
HasRoleln .'II \"-‘_ \\x\ +value | CompletenessLevel
+role ; String | '“-.\ M \
| e,
| DependsOn Satisfies \ ContainerConsistency
+yalue | ConsistencylLevel
‘.
+container |1 +organization 11 .
EvidenceContainer Organization ’ i -
+name : String T element S plesTo
AT +address : String / ftaria | StandardOfProof
*gid : String +lement |\ /1 +Criteria | StandardOfProo
+version : String = = = = -
fectElemen
+name ; String
+content ; String
senumeration:s
StandardOfProof
unknown
other
. . . POE
ProjectProperties class diagram RCE
. CCE
defines several elements that BRD
represent various statements related to

Figure 15.3 - ProjectProperties class diagram  project elements.

15.4.1 ProjectProperty (abstract)

ProjectProperty represents statements related to the structure of ProjectElement. These statements are predicate clauses
where the main clause describes some project element. The subject of the ProjectProperty clause is a ProjectElement.

Superclass

EvidenceProperty

Semantics

Defined by concrete subclasses
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15.4.2 Satisfies / SRl gstatement

Satisfies element-represents a relationship between the owner project elemént and another project element that is
identified as the element attribute of the Satisfies element. The Satisfies element is a clause where the main subject is the
ProjectElement that owns the current element. For example, this clause can be used to specify that a certain Activity
satisfies a certain ProjectObjective in an evidence-related effort.

Superclass
ProjectProperty

Associations

¢ clement:ProjectElement[1]
Project element (such as a ProjectObjective) that is satisfied by the subject project element.

Semantics /~ statement asserts

Satisfies elementrepresents a state of affairs that the subject project element object satisfies another ProjectElement (such
as a ProjectObjective) identified as the ‘element’ attribute of the Satisfies element.

15.4.3 HasRoleln
An-eowned-property of Person and Organization.

Superclass

. HasRoleln statement asserts an affiliation
ProjectProperty

Attributes

e role:String
The role in which Person or Organization is affiliated with another Organization.

Associations

e organization:Organization[1]
Organization with which the subject ProjectElement (such as Person or Organization) is affiliated in the given role.

Constraints

* ProjectElement shall not be affiliated with self, either directly or indirectly.

15.4.4 DependsOn __ giatement asserts [ statement
n

DependsOn elementrepresents a relationship between the owner project eleme¢nt and another project element that is
identified as the element attribute of the DependsOn element. DependsOn element is a clause where the main subject is
the ProjectElement that owns the current element. For example, this clause can be used to specify dependencies between
Activities in an evidence-related effort.

Superclass

ProjectProperty
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Associations

e element:ProjectElement[1]
Project element that the subject element depends on.

Constraints

¢ ProjectElement shall not depend on self, either directly or indirectly.

Semantics f_ statement asserts

DependsOn elementrepresents a state of affairs that the subject project element depends on another project element
identified as the ‘element’ attribute of the DependsOn element.

Dependency of one ProjectElement on another can have various meanings. The SACM Evidence Metamodel does not
provide a normative enumeration of the nature of dependency. However, should an author of a SACM document desire so,
a TaggedValue mechanism shall be used for this purpose with a tag ‘natureofdependency.’

15.4.5 StandardOfProof (enumeration)

The StandardOfProof enumeration defines the values of the standard of proof criteria for evidence evaluation.

Literals

¢ unknown
Standard of Proof unknown

e other
Standard of proof other than those explicitly enumerated
e POE
Preponderance of Evidence
e RCE
Resolved Counter Evidence
 CCE
Clear and Convincing Evidence
¢ BRD

Beyond Reasonable Doubt

Semantics
There are well-defined “Standards of proof,” such as:

e Preponderance of evidence (POE), also known as the balance of the probabilities. The standard is met if the
proposition is more likely to be true than not true. This standard is required in most civil cases.

* Resolved Counter Evidence (RCE) - this standard is met if all the evidence points in the same direction and anything to
the contrary must be resolved. This is a stricter standard than the preponderance of evidence, where even a slight
tipping of the scale is sufficient.

¢ C(Clean and Convincing Evidence (CCE) - this standard is met if it is substantially more likely than not that the
proposition is in fact true. This is a lesser requirement than “proof beyond a reasonable doubt,” which requires that the
proposition be close to certain of the truth, but a stricter requirement than proof by “preponderance of the evidence,”
which merely requires that the proposition asserted seem more likely true than not.
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* Beyond the reasonable doubt (BRD) this standard is met if the proposition being presented is proven to the extent that
there is no “reasonable doubt” in the mind of a reasonable person that the proposition is true. There can still be a doubt,
but only to the extent that it would not affect a “reasonable person’s” belief that the proposition is true.

15.4.6 RequiresContainer [\ T R R G

RequiresContainer is-an-owned-property videnee ptatner-elemer

: ing that
the subject EvidenceContainer requires another evidence container for the resolution of some references.

Superclass

ProjectProperty

Associations

e  container:EvidenceContainer[1]
EvidenceContainer that is required for the resolution of some references in the subject evidence container.

Constraints
* RequiresContainer element shall not be owned by any ProjectElement object.

* subject EvidenceContainer shall not be the ‘container’ of the requiresContainer relation, either directly or indirectly.

Semantics [ statement asserts

f — statement

RequiresContainer preperty-—represents a state of affairs that the subject EvidenceContainer requires another evidence
container for the resolution of some references. This preperty contributes to the completeness constraint of the
EvidenceContainer. This is a commitment to the set of evidence containers that need to be processed together.

(" statement related to
ContainerConsistency element is a counterpart of the Consistency preperty-of Documents. ContainerConsistency clause
makes an assertion about the subject EvidenceContainer regarding the level of formality of the element of the container.
In combination with other container properties, such as ContainerCompleteness and CompliesTo, this clause determines
capability to interpret the elements of this container. Consistency of an EvidenceContainer can be informal, semiformal,
and formal.

15.4.7 ContainerConsisﬂcy/ statement

Superclass
ProjectProperty

Attributes

e value:ConsistencyLevel
asserted Consistency level of the elements of the EvidenceContainer, such as informal, semi-formal, and formal.
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statement

15.4.8 ContainerCompleteness ( statement related to

ContainerCompleteness element is a counterpart of the Completeness property—ef Documents. ContainerCompleteness
clause makes an assertion about the subject EvidenceContainer regarding the level of completeness of the element of the
container. In combination with other container properties, such as ContainerConsistency and CompliesTo, this clause
determines capability to interpret the elements of this container. Completeness of an EvidenceContainer can be
incomplete, draft, final, and obsolete.

Superclass
ProjectProperty

Attributes

e value:CompletenessLevel
asserted Completeness level of the elements of the EvidenceContainer, such as incomplete, draft, final, and obsolete.

15.4.9 CompliesTo

CompliesTo clause makes an assertion about the subject EvidenceContainer regarding the standard of proof used for the
evaluation of evidence in the EvidenceContainer. In combination with other container properties, such as
ContainerConsistency and ContainerCompleteness, this clause determines capability to interpret the elements of this
container. Completeness of an EvidenceContainer can be incomplete, draft, final, and obsolete.

Attributes

e criteria:StandardOfProof
Standard of Proof used for evaluation of evidence in the subject container.

15.4.10ExtendedProjectProperty

ExtendedProjectProperty element represents a user-defined characteristic documents that is asserted during the course of
evaluation for the project elements in the subject container.

Superclass

ProjectProperty

Constraints

ExtendedProjectProperty element shall own at least one TaggedValue informally describing the meaning of the element.

Semantics

ExtendedProjectProperty is a user-defined characteristic. Its meaning is represented by the key-value pair of the
corresponding TaggedValue element.

ExtendedProjectProperty characteristic cannot be verbalized using the standard vocabulary of the Structured Assurance
Case Metamodel. However, the key and value pair may be carefully named to result in meaningful verbalizations for the
targeted community in the selected language.
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